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ABSTRACT

Information hiding is a very important technology recently. Having this technology can be a competitive power for
secure communication. In this paper, it will be showed that hiding data in MS Office 2007 file is possible. Considering
Microsoft (MS) Office 2007 file format is based on Open XML format, the feature of Open XML format makes it
possible to hide data in MS Office 2007 file. In Open XML format, unknown XML files and their relationships can
be defined by user. These parts and relationships are used to hide data in MS Office 2007 file. Considering unknown
parts and unknown relationships are not in normal MS Office 2007 file, the hidden data can be detected by confirming
of unknown parts and unknown relationships.
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<Relationships ... >

<Relationship Id="“rId4”

Type = “/relationship/image”
Target = “media/imagel.jpeg”/>
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8§ T2 o] A HE YellA ID7} r1d4l
Ele 2R 4 AL ol #9Ete ElAlE A T
Well Ahdd = qlAl "ol o)== HAIA A4 F7ietgh
dloju], FAA FAIQl A= F2Ut & o BAEH

o] #0177 ).
IV. MS Office 2007 Tjl0j|e] M 24 ghH

OPC<E Office Open XML 4 ZHd-S- vield)7] 943k
e} 744 G AR A3} BAlel ARt Aol
g AL FAsio] A 5 YRS FIHAl Tes
AFsEa lei4]. 53] AM8AF A 2le] shE(Unknown
Part)2} AH8-2F A 9] 3HAl(Unknown Relationship)7t AHS-
Aol 2J3F £A] 2Hade) gle) FAbe sl SAsh R
Q1 gor). o)=idt 245 o]-85le] MS Office 2007 3}
doll ARE 293k Ao 7heslth

4.1 ARSA} A2 IE(Unknown Part)

AREAL A o] e BA HelolA FE3 BRloR
AAE 2] oL BE HEE ovigth AREA} A9 BE
£ MS Office 2007 58 T2 184 FHalalA] ¢to
n2 A el g o FAE S AR A g
Ex alad Yo AAbd o 7 ZxsiAut H &8 =7
:L%Li—— Felg & gl o] Hr)

4.2 AKX} Aol 2HA|(Unknown Relationship)
‘ECMA 376> %0l A=A o2 2E A= A}

$7} B8] BAlolek, AHEA Ae] HA7E OPCol B
9 2 AP ol fRT ASE 7R

S A A BAE 7ML e G, 34 TE
oo Ao e, ofRt AAV AYH ¥
HE ohE o Eoz ARsehE ol BAF 7
A eSS T olglA| El, utek ofejt A}
49 FAE BY B4 YHo2 Al w2
MS Office 2003 o3} Mz o8 2 A31A HH +4] §
Nol AFASEA S8 Holel AT, faT
Hlo|E Rt =

4.3 AI2X} Ho| THEQ} AF2A} Aol MHAHIE 0|28 &

o —_
B ey

r m&m

o) Aol AHaA 49 A=) L8R ) A
o]-83}e] MS Office 2007 T dolg|E 24
WS A AE D gk HlE Bl

4 [ 259} o] AFA ol -SjskaA} She
dle|el S ARslglct, 1 o o2 AR EHl sle
[Contents Types].xmlol|A] =4 #d & 243 A
£} A elel stEEe] gArkE WA fﬁ—oﬂak Clg=d
(3 3]0lM &2 o|’=lA ol H7]|A) WA &
AT 4 gl shee] SgAEE AT ¥ peleh A7)
2 Wel] EANsh= Eve FEL] A= [Content_
Typeslxmiel 71%5¢] glelof S22 o] A 2%
o)}, wpebr] [1¥ 419 F-2 o|dH A 9 22 XML
FEE [Content Types].xmlol| F7}alo} g}, o] 2k
& viAA =9 BYEmp3, ‘maskjpg’ IE|A
‘sysinternals.zip’> AREAl A 9] SE7} ot o]2|gh
sl EES £33 MS Office 2007 5}UdS- MS Office
2007 -8 g gdlo e Iy Ay A glo] AAAL
2 galr}. o| exiskaal 3T wlolels} sh &
LJQO—LOH_Q. 9,] ﬁh;]. o] r_cH o] Ad&l jj]_"_E__F_.oﬂ Eﬂﬁﬂ
ek gele) WAE AP 5 o] BT FAE

A
3

insert




148 Microsoft Office 2007 Fdol9] AW 24 9 1] 8hd

<?xml version="1.0" encoding="UTF-8" standalone="ves" 7
<Types xmins=".. "=
<Override PartName="/word/footnotes. xml” ContentType=".. />

<Defauit Extension="4jpeg' ContentIype="tmngejpeg" >
<Default Extension=""rels"
ContentType="application/vad.openxmiformats-
package.relationships+xml'' />

<Defauit Extentsion="xml" ContentType="applicationxml" >

<0Override PartName=""word/document.xml” ContentType="... "=

=/Types>

(222! 3] (Content Types).xml

<ant version="1.0" encoding="UTF-§8" standalone="ves" 7=
<Twpes xmins="..."=
=Override PantName="iword footnotes xml” ContentTape="..." =

<Default Extension="ipeg” ComtentTvpe="image jpeg” >
=Detault Extenston=rels”

Content Tvpe="application’vnd openxmiformats-

package relationships+xmi” =

<Default Extension="xml” ContentTvpe="application xm!" >
<Default Extension="cip"” ContentType=""upplicationip">
=Defurdt Extension="mp3" ContentIype=""application'mp3”=
~Defardt Extension="jpg"” ContentType="application jpg"’ =

<QOverride PartName="/woard document xm!" ContentTipe=">

< Fyvpes>

(2% 4) X%t (Content_Types).xml

TAIA Tl o] FoFE AA = 7ol s AR
A ok 2l okl A ol of AL 4
o] shed] Hsto] AL} A BAE olah ol
el 7)s3he

[ 5]ellA] dA L 52 A 8 A(element)7}
ID, e} 12| 2 El7lS A (attribute). 02 7FR) 2L Q)&
5 T+ ek (23 604 FE old A T
AREAE Aol ] MESS] A &, 24 dlole|e] A
£ Aol sl F-%olt) dF £ ‘BYEmp3' ¥ 3
Ae o3} 2} ‘BYEmp3’2] ID+= rId102¢]9] o}A
2 Ef4)-2 “http://schemas.OpenXMLformats.
org/officeDocument/2006/reltionships/c¢|c}. o} ID Fk
= 3 TA sl A3t grel™, s wA
WellA frddb7| vt sl o™ gholol = Abiglc) =
gk k3] ‘http://schemas.OpenXMLformats.org/office
Document/2006/reltionships/c> ‘BYE.mp3°2] 3]
(format)& HA3h= Zlolch o] uf, AH-A7} Open
XML A ef|A] A3l BRl & AMESA = #4115
4 o, ‘BYEmp3'7} HAE ets]E wp=x] ¢ol Ax

<rxmlversion="1.0" encoding="UTF-8" standalone="ves" 7=
<Relationships xmlns=*., ">

<Relationship Id="rId3"
Type="http://schemas.openxmiformats.org/officeDocument’ 2006/
relationships/extended-properties” Target="docProps/app.xml"/>
<Relationship Id="rId2"
Type="http://schemas.openxmiformats.org/package/2006relation
ships/metadata’/core-properties” Target="docProps/core.xml"/"
<Relationship Id="rId1"
Type="http://schemas.openxmliformars.org/officeDocument/ 2006/
relationships/officeDocument” Target="word/document xml"/>
=/Relationships

(23] b) 2Al otE

=7xml version="1.0"encoding="UTF -8" standalone="yes" 7>
<Relaticnships xmins=".. . ">

<Relationship Id="r1d3" Type=*..." Target="docProps/app. xml"/>
<Relationship Id="r1d2" Tvpe="..." Target="docProps/core.xmi"/>
<Relationship Id="rId1" Tvpe="..." Target="word’'document xml"/=

<Relationship Id="rid166"
Type="hitp/schemas.openxmifornals.orgofficeDocument 2006/veld
tionships/a" Target="word mediaSysinternals.jip "~

<RelationshipId="+Fd101"
Type=""htlp:schemas.openxmiformats.org/officeDeociment’2606/rela
tionships D' Target=""maskjpg"/>

<RelationshipId="rid102"
Type="htp:schemas.openxmilformats.org officeDocuntent2606/vela
tionships/c” Target="word BYE.mmp3"">

</Relationships>

&5 2A TIE
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A B skl el [a)el HAA e ele] 4

71 Wl e 2oNssich ol ol ek dl slo] Qo s HES ALga Rele] B shelelet
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Hidden Data
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struct FileInfo

public bool IsUnknownPart;
public bool IsUnknownRel;
public bool HasComment,
public string DirPath,
public string FileName;

public string comment, }

gelghe). wof, Blo g EAlA] g
%%%%% flojejolrt. mief, o] 245l
HEzh o] A dHEH wAE &

71 S‘:JQ dle|ge]rt.
]
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sl A47} A9 WAE PA S el e 24}
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9% B71917] oRdAE Ak ek, BhrloRy &
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FileLoad():
f{file 1= MULL)
{

Detect initialization().
Detect.ExtractZip(filepath):

Detect, SetFilelnfoListisubdir);
Detect. SetRelationshipList();

Detect FindUnknownPart():
Detect. FindlUnknownRel *_rels¥.rels”).
Detect FindXMLCormment();

(3] 8) oAl e 1: EHX| A

string absoluteTargetpath = GetébsoiutePath(rels_path, tRelationship, target);

public static void FindUnknownPart( )
1
far (int i = 0: i < Number of files in Package: i++)
i
Filt FiteinfoList with this file:
Get t_Fileinfo structure of /th file
Get path of this file:
fareach (t_Relationships tRetationships in RelationshipList)
{
string rels_path = tRelationships, rels_path:
foreach {t_Relationship tRelationship in tRelationships, arrFelationships)
{
if (FilePath,Equals{absoiute Targetpath))
{
this file is not unknown part
break;
h
f
h
if (this file is unknown part)
i
if (FilePath,LastindexOf(" rels™) 1= FilePath,Length - &)
{
tFilelnfo, sUnknownPart = true;
h
else
if {IsNormalRelstFilelnfe, DirPath. tFilelnfo. FileMame) == false)
triteinto, lsUnknownPart = true:
t
Renew the Filelnfal.ist
r
¥
h

(28 9) oA A= 2: ALEAL Fo| e EX|
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[ private static void FindUnknownBel_from_Root(string rels_path}

1
Fill the ReltionshipList( J:

far(int i = 0: i < reltaionship file in Package; i++)
i
Fill RelationshipList with this relationship file{ ).

if {path of relfile in RelationshipList .Equals(rels_path)}

for {int j = 0; j < tRelationships. arrAelationships, Count, j++)
{
tRelationship = (t_Relationship)Belationships, artBelationships (1.

far {int k = 0; k < KnownRelationships_in_Ward, Length/2; k++}
1

if (KnownRelationships_in_ward[k, 0].Equals{tRelationship.type)
&& KnownRelationships_in_Word[k, 1], Equals(iBelationship, target))
1

this relationship file is not unknown relationship
break:

F
b

if (unknown relationship file)
i

if (has sub relationship file)

1
I
i
else
this relationship is not unknown relationship file,

FindUnknownRel_frorn_Root(tmppath).

'
break;

]

h
h

(38 10) QA BE 3 : A=K M| nhA EFX| 1

private static void FindUnknownRel_from _UnknownPart()
1
fareach (_Filelnto tFilelnfo in FilelnfoList)

1
if(tFileinto, IsUnknownPart == true)

i
string FilePath = tFilelnfo,DirPath + ™" + tFileinfo, FileName:

int index = FilePath, Lastindex Of #H4);

string tmpfilename = FilePath, Substring{index + 1, FilePath,Length - index - 1)
string tmppath = FilePath, Substring(0, index);

tppath = tmppath + "WYY _relsW” + tpfilename + " rels”
it (HasRels(tmppath))

SetlslUnknawnBel(tmppathl.

FindUnknownBel from_Root{tmppath):
I

alse
continue;

(27 11) QA RE 41 ALK} ®o| TA EHx| 2
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“http://schemas.OpenXMLformats.org/officeDocum
ent/2006/relationships/officeDocument”,
“http://schemas.OpenXMLformats.org/officeDocum
ent/2006/relationships/extended-properties”,
“http://schemas.OpenXMLformats.org/officeDocum
ent/2006/relationships/metadata/core-properties”,
“http://schemas.OpenXMLformats.org/officeDocum
ent/2006/relationships/digital-signature/origin”,
“http://schemas.OpenXMLformats.org/officeDocum
ent/2006/relationships/metadata/thumbnail”,
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