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ABSTRACT

Web service is defined to support interoperable machine to machine interaction over a network and defined as
distributed technologies. Recently in web service environment, security has become one of the muost critical issues.
An attacker may expose user privacy and service information without authentication. Furthermore, the users of web
services must temporarily delegate some or all of their behalf. This results in the exposure of user privacy information
by agents. We propose a delegation model for providing safety of web service and user privacy in ubiquitous computing
environments, In order to provide safety of web service and user privacy, XML-based encryption and a digital signature
mechanism need to be efficiently integrated. In this paper, we propose web service management server based on XACML,
in order to manage services and policies of web service providers. For this purpose, we extend SAML to declare delegation

assertions transferred to web service providers by delegation among agents.
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2.1 SAML(Security Assertion Markup Language)
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2.2 XACML(eXtensible Access Control Markup
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<Assertion ID=“_a75adf55-0104-dadsl42-tchadbd34d”
IssueInstant=“2008-01-05702:46:02Z" Version=2.0">
<Issuer>http://www.delegation-authority.com</issuer>
<ds: Signature xmins: ds="http://www.w3.0rg/2000/09/xmidsigt”>
digital signature of delegation autherity </ds:Signature>
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<EncryptediD>
<xenc:EncryptedData> ...
<xenc:EncryptedKey> ...
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<SP-Address=http:/fwew.SF2.cem</SP-Address>
</Service=
</Services>
<{AttributeValue>
</Attribute>
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<xenc;EncryptedData> ... </xenc:EncryptedData>
<xenc:EncryptedKey> ... </xenc:EncryptedKey>
</EncryptedAttribute>
<EncryptedAttribute DatalD="Serv2”>
<xenc:EncryptedData> ... </xenc:EncryptedData>
=xenc:EncryptedKey= ... </xenc:EncryptedKey>
</EneryptedAttribute>
«<{AttributeStatement>
</Assertion>
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Algorithm 1 Delegation Assertion lssue algorithm

// DAT ; Delegation Assertion

/¢ AAT © Authentication Assertion

// K} - The Public Key of 'V

#/ PKI- : The Private key of I’

//C7 : The Credentials of 7’

// Cp, - The Credentiats of Pa

/+ T Uit denotes agents containing Principal agent (Pa), Carmier(task) agent {(Ca),

and Service agent (Saj+/

/+ 121t denotes Senice Provider (SP) and authorities containing

Delegation Authority (Da), Authentication Authorty (AA), Authentication Authority Ticket (AAT)/

Input < Co, / C, and DAT
Ouiput : DAT / Reject

(1) DA gets the DAT regquest from Pa or other agents.
(2 1 (DA receives with Cy, from Pa)
Then

(% DA request A4 to issue AAT with Cp,
4} {E{AAT ig not returned) Then
(% Return Reject
Eise

& Set Delegation efement is tue
o Issue DAT signed by PKp,.

Eise
& If Sa don't trust Ca, DA confirms DAT's Consent element.
(@ If {Consent element is false) Then
G0 Retum Reject

Else
an DA request AA to issue AAT with T,

(12} If (AAT is not issued) Then
a3 Return Reject

Else
(14} Decrypts AAT using PKp,.
[$3:4 Query to Subject whether consart is true or not.
(i8) if (Consert is true) Then
an Repeat Step 6 ~ Step 7

Else

(8 Set Congent element is false
a9 Return Reject
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Algorithm 2 : Delegation Assertion Verification algorithm

input : DAT
Output : Success / Fail

(1) Service Provider (SP) gets the DAT from SA
(2} SP confirms the signature of DA in DAT using PK;,
(3 If (Signature is not valid) Then
{4 Retun Fail

Else
(5} Decrypts encrypted input data using PK,_
{8 Confrms input data and process .
(1t {Result value is successful) Then
& Retum Success

Else

{9y Retum Fail
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