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ABSTRACT

According to the growth of the internet and the usage of software agents, the CAPTCHA that is a method for taking
apart humans and computers has been widely deployed and used. As the results of many research activities, the
CAPTCHA, which is spoken for a distorted image material including random text, has known to be easily breakable
via artificial intelligence techniques. As one of alternatives for those text-based CAPTCHAs, methods using photos
are concerned and various image-based CAPTCHAs are suggested. However, image-based CAPTCHAs still have some
problems. In this paper, we discuss what are the problems in each image-based CAPTCHA and propose a new image-based
CAPTCHA using image composition as the solution of those problems. Furthermore, for the secure operation of the
CAPTCHA, we suggest a communication protocol that works without the virtual session and consider possible security
and usability problems in the protocol.
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