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ABSTRACT

User authentication and key agreement are very important components to provide secure home network service.
Although the TTA adopted the EEAP-PW protocol as a user authentication and key transmission standard, it has some
problems including not to provide forward secrecy. This paper first provides an analysis of the problems in EEAP-PW
and then proposes a new attribute-based authenticated key agreement protocol, denoted by EEAP-AK, to solve the
problems. The proposed protocol supports the different level of security by diversifying network accessibility for the
user attribute after the user attribute-based authentication and key agreement protocol steps. It efficiently solves the
security problems in the EEAP-PW and we could support more secure home network service than the EEAP-AK.
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