EHRREREH N
818 % %55k, 2008. 10

u R ET, B MY s A o &R
"ZEoystn, EMoietn, *EAsa

ob

Enhanced and Practical Alignment Method for Differential Power
Analysis’

JeaHoon Park'’, SangJae Moon™, JaeCheol Ha? HoonJae Lee®

"Kyungpook National University, *Hoseo University, *Dongseo University

fo

ok
9

2nbESLE, USB tokensh 2 4 A3 AR E4A2 oh 2 98022 2 FAE A el 799 ks
FuelFe ol 2Ael HIESHE TR 449 4 olch Ba), HAd TAS T A B AL Ao 4
3 2RAL ol el A AFAL FAIAL AL A437] AL 29H BE 457} A5 Aol
Ot % AR Aseke AAzRe] Bash) e, B2l A, A, A AY B4 7A deld 5 ofe] 24T
o 1o A% ol AdslA] 2 S AE Aeb] 98 o2 7 pyEel AL ek se) Al 9
WSS Y A5 A0S A AL Fahs wEEelold, U 2L ol 8akd Yueise] 44 AHAZ

A5 27) AT A A 24 B PeelE A8e) Hx) Shedh 2 wRelE 249 4v] A

413§ BZ}(interpolation)? Z=Z{(decimation) I & £34 A|7H% AellA B} opel F7|® FAlo] AHPAF)=
FE A3 A i Adsidcl =g A 29 e AR Ay B 374 golgiHe] FH AvlEsiE o
N Ag A g ALsle] A Ay B4 FAo] Aoz H4ge Agder Faslycl

ABSTRACT

Side channel attacks are well known as one of the most powerful physical attacks against low-power cryptographic
devices and do not take into account of the target's theoretical security. As an important succeeding factor in side
channel attacks (specifically in DPAs), exact time-axis alignment methods are used to overcome misalignments caused
by trigger jittering, noise and even some countermeasures intentionally applied to defend against side channel attacks
such as random clock generation. However, the currently existing alignment methods consider only on the position
of signals on time-axis, which is ineffective for certain countermeasures based on time-axis misalignments. This paper
proposes a new signal alignment method based on interpolation and decimation techniques. OQur proposal can align
the size as well as the signals’ position on time-axis. The validity of our proposed method is then evaluated experimentally
with a smart card chip, and the results demonstrated that the proposed method is more efficient than the existing alignment
methods.
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