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ABSTRACT

Reducing handoff latency is essential in providing seamless multimedia service in Wireless LAN based on the IEEE
802.11 standard. Reducing authentication delay is critical in reducing handoff latency. To this end, several authentication
protocols for fast handoff have been proposed. Mishra et al. used proactive key distribution to improve the authentication
delay incurred in the current standard and Park et al. proposed a new authentication protocol based on Blom's key
pre-distribution scheme. In this paper, we propose an enhanced authentication protocol based on Bresson et al.'s group
key protocol. If a mobile node has previously access the network, our proposed protocol only requires simple hash
operations in providing mutual authentication between a mobile node and access points. Our protocol is more efficient

than Park et al.'s and Mishra et al.'s technique can be used in our protocol to further enhance our protocol.
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