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ABSTRACT

A great number of RFID authentication protocols have been proposed for the secure RFID system. These are typically
divided into three types according to primitive that they use : Hash-based, Re-encryption based, and XORing-based
protocol. The well-known attacks in RFID system are eavesdropping, impersonating, location tracking, and so on.
However, existing protocols could not provide security against above attacks, or it was not efficient to search for tags
on database. Therefore, in this paper we present a protocol which is secure against above attacks by using hash function
and makes Database search tags easily by attaining the state information of previous session through the shared values

with all tags and database.
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2.3.1 Lightweight and resynchronous mutual authentication
protocal (LRMAP)[7]
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(DB<«——>R)

Tag

{.., ID, HID, PID), ..}

(ID, sync)

find ID st HID=P, PID<— ID
if 3 such HID, find ID st h(IDI|lt)=P, PID<— ID
if 3 such ID, find PID st h(PID|t)=P
if 3 such PID, halt
Q' =h(PIDItr)
if L(Q') = L(Q), then ID —h(PID|r), HID —h(ID)
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else, halt
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else, P=hr{ID|lt)
Q=h{IDltllr), sync1

@Query, r
—_——

@r, L(Q), t

if R(Q")= R(Q),
then ID —h(ID||7), sync—0

(& 1) Lightweight and resynchronous mutual authentication protocol.
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2.3.2 Enhancement of One-way Hash based Low-Cost
Authentication Protocol[9]
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