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ABSTRACT

The expansion of the internet has made web applications become a part of everyday life. As a result the number
of incidents which exploit web application vulnerabilities are increasing. A large percentage of these incidents are SQL
Injection attacks which are a serious security threat to databases with potentially sensitive information. Therefore, much
research has been done to detect and prevent these attacks and it resulted in a decline of SQL Imjection attacks. However,
there are still methods to bypass them and these methods are too complex to implement in real web applications.
This paper proposes a simple and effective SQL Query attribute value removal method which uses Static and Dynamic
Analysis and evaluates the efficiency through various experiments.
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(# 1) OWASP TOP 10

OWASP TOP 10 2007 MITRE 20,06
Raw Ranking
Al. Cross Site Scripting(XSS) 1
A2. Injection Flaws (SQL Injection ¥.3}) 2
A3. Malicious File Execution (NEW) 3
A4. Insecure Direct Object Reference 5
A5. Cross Site Request Forgery (CSRF) 16
(NEW)
A6. Information Leakage and Improper 6
Error Handling
A7. Broken Authentication and Session 14
Management
A8. Insecure Cryptographic Storage
A9. Insecure Communications (NEW)
A10. Failure to Restrict URL Access 14
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12347} A3, 12 1° OR '1=1--9} 1234¢] Fch. 4
ojEelAlo| ol ZAY FQE SELECT * FROM user
WHERE id="$id’ AND password="$password'] ==,
DQ,<= SELECT * FROM user WHERE id='admin’
AND password="'1234', DQ,—E— SELECT * FROM
user WHERE id='1' or 'I=1"--' AND password="1111"
o] ¥r}.
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= SELECT * FROX tser WHERE 14~ "AND password -
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= SELECT * FROM user WHERE 1d=""AND password=""
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5. While(true)
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Illegal/Logically Incorrect Queriest F@oll i £
$7} BAFE Qe BEE FHol A YuElZ

& g3} Ilegal/Logicaily Incorrect Queries 345

434 (29 6% 2ok,

SQL A2l E ARgiste] F ) o]4ke] SQL A= 74
9 A2& D& EE FA0I) 9A
23}e] Piggy-Backed Queries ¥42- ¥Asld [1¥
8]%% zrh.

FDQ = SELECT * FROM wuser WHERE id—"" AND password—"";

DY, = SELECT * FROM user WHERE id="1111" AND password="1234"
AND CONTERT(char, no) --’;

DDQ,- SELECT * FROM user WHERE id~"" AND password="'
AND CONTERTchar, noj --";

(722l 8) liegal/Logically Incorrect Queries E¥X] & &4

(2% 6]°lM DQ,= CONVERT ¥4-% )43l ¥
HEhe Axgozd ofFF HAAlE FAI
Hlegal/Logically Incorrect Queries 52 T~ L5
HHPA17171 $1sA CONVERT 3402} 2& SQL @<
U AaALE 3718 Wil FDQSE DDQ = AelE
Holod, o]E ¥zl Illegal/Logically Incorrect
QueriesS HA5ta A& F Qict.

3.2.3 Union Queries EYX| &4

Union Queriest® FQel| Union <Akt 234 o
A Z=E Alele A2 D& t=E THoIct ¥
2 daelEs 3 i ies o4& £A43}

(23 715 2t

FDQ = SELECT * FROM user WHERE id="" 4ND password="";

DQ, = SELECT * FROM user WHERE id="admin’ AND pussword="1234';
DROP TABLE member; —;

DDQ = SELECT * FROM user WHERE id="" AND password="";
DROP TABLE member; ~';

(28l 8) Pigoy-Backed Queries EHA| ¥ &4

[23 8]& 21 Do, o= FQet T o9 A=d
SQL A<)7} ARsl=le] sl7] Wil FD@S} DDQ,= %
A 2o & Woln, o]F E3}e] Piggy-Backed Queries
27 g5 ke 4 Qo

3.25 Stored Procedures EfX| =44

Stored Procedures™ SQL 2] & 32 Wb
°] DBMSell AA3he Aol diel, SQL A8 Tl
2ZFA] & B o}2 SQL Injection 3 T3t
A Qubde)w AEH]) SQL Injection FF e kst
o} &A %_}J—T’/]z & A52) 7} DBMSA] AlZsh= =
He o FLEE o143 s FIE & 9o,
elz] ok7g]&E 43l Stored Procedures 5743
A3 (23 9]¢} 2k

FDQ = SELECT * FROM user WHERE id="" AND password="";

), = SELECT * FROM user WHERE id~'1111" UNION
SELECT * FROM member WHERE id="admin’ =" AND passwond="1234";

DDQ, = SELECT * FROM user WHERE id="" UNION

FDQ = SELECT * FROM user WHERE id—="" AND password="";

DQ, ~ SELECT * FROM user WHERE id~admin’ AND password= 1234
SHUTDOWN; -

DDQ, - SELECT * FROM user WHERE id=" AND password-"";

SHUTDOWN: --";

SELECT * FROM member WHERE id-""--"1234";

(328 7) Union Queries EX| ¥ 24
[2% 71& ¥ Dol UNION A4k Abels]o]
7] W&ol FDQS} DDQ & 4 AolE HolH, o1&
£3}od UNION Queries 542 HAI8l2 o3 & 9ok

3.24 Piggy-Backed Queries EHX| 4

Piggy-Backed Queries= 71& F@ol AZE 24

(33 9) Stored Procedures EBfX| ¥ £4

[2¥ 9]¢ D@, Piggy-Backed Queriess} H]&qh
%30 TA SR SHUTDOWN®HE 2 DBMSE £8
A7 % 9)r}. Piggy-Backed Queries®t 7o) D@, ol 3
7bA el SQL A dAtxh} Fgelr} Foirlr] wiel
FDQS} DDQ= AolE Relw, o]& E3l9 Stored
Procedures 22-& 92|33 bkl < itk
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V. A8 % "ot
4.1 Meiury

B =FolA A|grsh= SQL Injection 37 HX oé—_l_‘
2152 AA| 4 o EeAe]Ale] cloFstAl H-8-A1A &
o} 4 dfEejAlolAlel sle FQ & 2N & ﬂ'ﬁ}"%
Ao g s DSt vl s AU, 9 el
Aoldz} wlo|efulo] 2 M1y AtelolA] A4 AMEALSY-
B A" D& zaaddsly FAoE AAE
DQs} v HEA sl FAQRE PAF 4 vk =3,
4 ol Ze)AolAd A Al SQL A FEe] e el
SQL e Az F4-F 5o SQL 47} dlolefwlo]
2ol A7) Ao A2]E A=3ke SQL Injection &
7 15 Ilsla A Fr olct & vl
3 SQL Aol Az F4E whEe] ) &AM
o Hg31on, 1 efZejAloldL 4 ofEe]AlA A+
of wo] L& 1 Q)& “gotocode”E ThE Y -9
Agun) sdsA AMS-319lhY,11,12,19]. =3, A%
gAY Frp) rbesle g o ol EeAeld e HopdE
“Paros 3.2.13”[8]F °|-&3lo A&tz A8tk

42 oy dat £4

B =52 5d 239 9 ofER]AelAdd disfiA
SQL Injection 7 HA&& the A A7) wlal
A9 0n, 34 geo @& 34 A o o v
HES EAsgdch wat, A 2 o uh e

F7hsizeol] DA E W 24 st

-

421 34 E©XIE 8lu &4

SQL Imjection F7 WA|&o] g AFH7h=

SQLCheck, AMNESIA®} 5437 5712 9 e &2iA
o]A& olgsle AL drh FAL SQLCheck,
AMNESIA®} 22| AA4E a4 “Paros 3.2.137&
1%§H°ﬂ% 7 :@149_} @2 545 vl gAE
& AAkslch [& 39 o] 5 AddlAle] gA&

< gE %%54 S$A &3 o]zt ik o] SQL
Injection 34 Hx| 4 o4 v Ee] 71Aggolv &
AR g o] 48 Ae] opd, ¥49 A SQL A9
o} 54 SQL A& A vl FA{ste] PAlsh=
gol7] wjieoll T4 Agel gk FA]o] Erl wehA]
ol2] SQL Injection 34 ¥ ¥ <+ WHES 58
S HAEE vE B AL ot

o

422 34 Heljo| mE 34 BIX| & oy Ul |

:

W. G. Halfond[20]2 SQL Injection ¥4-& thofgh
Fej2 2FehT o] BF HP S-S o]l ol SQL
Injection 374 94 ¥ oAy HhEEe] A4S v
BAsgh ek B =52 PSR W. G
Halfond®] ®|x —Er"‘—’] w8 o]43le] }E SQL
Injection 54 ¥ HA| W E F8AE v £}
aom Aie [F 4]9) 2o

[E 4]% 29 JDBC-Checker, Tautology-checker,
WebSSARI, Java Static Tainting 3% 3A W&
o] 43k Aot A EAupH-L2 24 g ofFejA|elA
ool ol A A4l SQL At EAEy] ool o &
A apglel wel g1 &gAde] B AolE Bk
IDS, WAVESS 717858 o]-8-8F o] AFshA] whel]7]
wjF-oll SQL Injection ¥A o & B-L o] H 3}
o, sh4rol] mel U8 Fel9) SQL Injection FAE
g  glm £& F Qloh 2 Aljkshe daEEs
H) 28 AMNESIA, SQLCheck, SOQLGuarde 3% 2
A B4 dhde B89 wheR deojgt SQL

3] dfdn
a ezl ol Aot o » SQLChecld11] » AMNESIA[12]
FAEA A (%) TAMA A E(%) FA A HA)8(%)

Employee Directory 247/247 100 3937/3937 100 2807280 100
Events 87/87 100 3605/3605 100 260/260 100
Classifieds 319/319 100 3724/3724 100 200/200 100
Portal 288/288 100 3685/3685 100 140/140 100
Bookstore 366/366 100 3473/3473 100 182/182 100
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(F 4) SQAL Injection 24

Yefol| e R o

%oy Y Hlw 24

eFx)/o} uhd Tautologies Illegslﬁix:;:eosxrect (;L l:ir(;:s Pilgggl-ll;:zlsce Pr(s)ct::ieuies Inference ;;l ::Eit;

AMNESIA[12] [ ] [ o x ] [
CSSE [ [ [ L x ® x
IDS O O O O O @] @]
Java Dynamic Tainting - - - - - - -
SQLCheck{11] ® [ L @ x [ [
SQLGuard o o ® ® x ® ®
SQLrand [ ) x (] o x (] x
Tautology-checker ] x x x x x x
Web App. Hardening ® [ ® o x L x
JDBC-Checker - - - - - -
Java Static Tainting @ ® o o ® o ®
Safe Query Objects o o ® e x o o
Security Gateway - - - - - - -
SecuriFly - - - - - - -
SQL DOM [ [ [ @ x [ ]
WAVES 6] 0] (0] O (0] - @]
WebSSARI L e [ o o ] ]
A<t Q_l-_,_a]z. [ ® [ ® [ [ ] ]
71201 @ A wE w4 2 AW 7k

5 “X,,o 232 g o] il
3. 0" FEAT gAY o] 75
4. <& 3 HA L st #-d Js

Injection 325 ¥A|3}aL dgict. o] uhg q of &z
AlolA el & ZE A 4] SQL Ao} A7
e 549 SQL Ao Fyyea) Aoz A%
Hla FA4317] wfEel A SQL Ao} FRALE Y &
HAeR Ukl e 54 SQL Ao BT g5t
ofjuigbc}. SR\, AMNESIA, SQLCheck, SQLGuard-2
A4 9 A SQL Ae TEE N3] AsiA
Parse tree2 '13+3}7] wj+o)| Stored Procedures 3]
o] FAL HABHA| X3, Azt B3%r) ond)elrh.
=3+, DBMSvIt} SQL A9 3 Fe] xje)s}
917] @&l Parse treeE == vho] DBMSH| 2J&
Holr}, o]9} @] B &o] Agse daElEe
Parse tree$} 7+ Balgh - #4o] Q7= odw
uj$ st e HE g AlAse vz BAE)
7] wel At B3xe o(1)e]H, thekit DBMSe
Wedow 8% 4 9lrl. w3k Stored Procedures
ele] $A4E I ookt SQL Injection 34+ &

Aska b 4 gk B4 A whe SQL
Injection T2 HAIst2 ekl whlo] obd 4 of
EeAlel o] HRE A 0B e wholr] o ¥
of ¥ vz 24 byl dFHA] derh Fue
JDBC-Checker= SQLA | i3t elgl& 7Alsled
SQL Injection 373 #Fd-& 7F4A1717] o2+l SQL
37 B4 2 dis gae] gidh

Injection

423 B2 S| U oY WS i3t F7}24 vl

HE OH

2 N

[E 512 ¥4 2 9w v EY] A 8458
U B4 Zo|cH20]. Adste dnEL dis)
A NEZHE & AAs whiol7] Wil F714
22 B4 golreert R7HA] ¢¢on, sQL A
JdEZHE 7t ¥ uwhde] DBMS 5 £437] &
ol DBMSel| 9j&3¢]A] ¢}c}. ojul, B
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(% b] ©X| o ofgf SHE] U FIi2s B4

Al /el ut why LrFE A &4 "4 7 o ApHa 27 24
AMNESIA[12) g9 25 A5 e
CSSE Tgde AL g Custom PHP Interpreter
IDS 248 ALg gxE g4 IDS System-Training Set
JDBC-Checker g8 g Aesy At -
Java Dynamic Tainting 248 A5 = +
Java Static Tainting 248 2 A At -
Safe Query Objects g8 sk Al g kAt &gy
SecuriFly 2E8 25 g A
Security Gateway 248 oy = A A g Proxy ¥t
SQLCheck{11] =kl R A A Key Management
SQLGuard g9 A 25 e
SQL DOM 49 A Ab ol A5 Akat ot
SQLrand 48 g A Proxy, A S,

Key Management

Tautology-checker 48 s ArgA Aot -
WAVES 248 g e W
Web App. Hardening rgq g PARSS Custom PHP Interpreter
WebSSARI 248 2 F AR &
At e ESQLA L A=) gL 215 g AN} &g
A ¢12FESQLAY Z2vd) F49 g g Proxy
At dz2]ESQLAY S EE3) 248 A AHg A

3tz A4k byl wel A4 7} 840t 8
TH Zegtels g o83 A5 d4Aal F7)
842 Proxy’} 875, SQL A9 A= gL o]-F-
& A A e 42 I $H] a7E
SQL 29 22E WS AR 79 A 47t

24t 8757 gk

rHu

V. &

=tolix e 4 ofEeiAlelde] 249 sQL A9
9 FHo g QA== sQL Aol fEeHE Fhe A
Aste] vl FAske A4 ¥ A B4 s B
gk SQL Injection 34 A Whd-& Ajtstct. =t
SQL Injection &2l F kgt ] | Fe]Alo]adol 43k
S Agste] Aoz Aes Ao
ohekst 374 2 oA whHES e EAgo ey 58
A4S gelstgoh £ Aok yhg-2 whealA sSQLale] Y
HEB|HE gt AASt] ¥4317] @i DBMSe|
ojEA o] don, thE WA W o w ) 2do] &

£
3

Z glolBn#e]E ¢ 7slA )} Parse tree®} 722 Byl
g2 whde] Q7HA] Yh=rh BlE £ gk whlo] 4
o Ee]Ale] o)A WA= 2 E kg dg 4%
S5l ddbslx] EapR|ul, 2] U B4 4] whilg
E43te] ARRsly] dFo] g efFe]Ael4le] djd
SQL Injection £4-& ZFA o2 wx|sla o).

2 Aok uh 2 g o ZlA|o] o7t Z5hEl Fie] o}
W dielefufo] 28} ddAF o Q& ol o Ee]HAl0)Al o]
= 243 4 9low, SQL A9 =23, SQL A9
FE}, @A 2203 g} 5 olokt WHeE &5
sle] &8-3 4 ik ¥, SQL Injection 54 %R} o}
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