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ABSTRACT

As individual users have to provide more information than the minimum for using information communication service,
the invasion of privacy of Individual users is increasing. That is why client/server based personal information security
platform technologies are being developed such as P3P, EPAL and XACML. By the way enterprises and organizations
using primarily role based access control can not use these technologies, because those technologies apply access control
policies to individual subjects. In this paper, we suggest an expression language for privacy enhancing role-based access
control policy. Suggested privacy enhancing role-based access control policy language model is a variation of XACML
which uses matching method and condition, and separately contains elements of role, purpose, and obligation. We suggest
policy language model for permission assignment in this paper, shows not only privacy policy scenario with policy
document instance, but also request context and response context for helping understanding.
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EPAL(Enterprise Privacy Authorization Language)
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(?xml version="1.0" encoding="UTF-8"?)
(PInfo xmlns="urn:example:e-com:schemas:Personallnfo”
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance”)

(p-data)
{p-id>mk2mj{/p-id)
(p-name’hong gil dong{/p-name)
{national-id-n0>550505-1234567¢/national-id-no>
(passport-number/)
(p-idYhonggun{/p-id)
(date-of-birth>1955-05-05¢/date-of-birth)
(e-mail>hong@e-commerce.com{/e-mail)
{phone)02.123.1234{/phone)
(guardian-info/>
{consent-info)

(consent-value) YES (/consent-value)

{/consent-info)

{/p-data)

{p-data)
{p-idykkk2{/p-id)
(p~name>kim cho co{/p-name)
{national-id-n0)950110-1234567¢/national-id-no>
{passport-number/>
(p-id>kimgun{/p-id>
(date-of-birth)1995-01-10<{/date-of-birth)
(e-mail’kim@e-commerce.com{/e-mail)
{phone)062.123.1234{/phone)
{guardian-info)

(g-namedkim nam su{/g-name)

{/consent-info>

(/p-data)

{/Plnfo)

(28 2) 7H2IEE DB

333 M TRHE olAEA 0

(23 319 A Ax"ast A2Ee] F4HE e
thes} ek WA ARl olZ3) Al Ak 9 F
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(?xml version="1.0" encoding="UTF-8"7)
(P-PASet xmins="urn‘jnu:ssrc:PPA:1.0" xmlns:xsi="http://www.w3.org/2001/XMI.Schema-instance”
xsi:schemal.ocation="urn:jnu:ssrc:PPA:1.0 pPA.xsd” xmins:ec~ urn:example’ e commerce:schemas:Personallnfo’
xmlns: xf="htip://www.w3.org/TR/2002/WD-xquery-operators-20020816/4" P-PASetld = "urn:jnuissrc: P-PASet:1.0:P-PASet1d: 17
(P-PA P-PAld="urn:jnu:ssrc:P-I’"ASet:1.0: P-PA:P-PAl4:1"}
(Role Roleld="urn:jnu:ssrc:P-PASet:1.0:P-PA:Role:Roleld:17)
(RoleMatch Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal”™
(AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string™
urn:jnusssrc:P-PASet:1.0:P-PA:Role: Marketing{/AttributeValue)
{RoleAttributeDesignator Attributeld ="urn:jnu:ssrc:P-RBACML:1.0::Role:rale-id”
DataType="http://www.w3.0r2/2001/XMLSchematstring” /)
{/RoleMatch} (/Role)
(P-PermissionSet P-PermissionSetld ="urn:jnu:ssrc: P-PASe1:1.0:P-PAP-PermissionSet: P -PermissionSetld:17)
{P-Permission P-Permissionld ="urn:jnu:ssrc:P-PASet: 1.0:P-PA:P-PermissionSet: P-Permission:P-Permissionld:1")
(VariableDefinition Variableld="20071108"
(Apply Functionld="urn:oasis:names:tc:xacml:2.0:function:date-less-or-equal™
(EnvironmentAttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:environment:currcnt-date”
DataType="http://www.w3.org/2001/XM[.Schema#tdate”/)

{Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:date -add yearMonthDuration™
(AttributeSelector RequestContextPath="/ec:Plnfo/ec:p-data/ec:date-of-birth/text()”
DataType="http://www.w3.org/2001/XMLSchematdate”/>
(AttributeValue DataType="http://www w3 0rg/TR/2002/WD-xquery-operators 20020816#

yearMonthDuration™
(xf:dt-yearMonthDuration) P13Y <{/x{:dt-yearMonthDuration)
{/AttributevValued <(/Apply)  {/Apply’ {/VariableDefinition)

{Purpose)
(PurposeMatch Matchld ="urn:casis:names te:xacml:1.0:function string equal”
(AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string” Promotion (/AttributeValue)
{PurposeAttributeDesignator Attributeld="urn'jnu:ssrc:P-RBACML: 1.0 purpose:purpose-id”
DataType="http://www.w3.org/2001/XMLSchema#string”/>
{/PurposeMatch) {/Purpose’
{PPermission Permissionld="urn:jnu:ssrc PPA:1.0:permissionld: 17>
(PersonalDataSet)
(PersonalData)
{PersonalDataMateh Matchld="urn:oasis names: e xacml: 1.0 function:xpath-node-match™
(AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string”™
/ec: PInfo/ec: p-duta/ec:p-name
{/AttributeValue)
(PersonalDataAttributeDesignator Attributeld="urn jnu ssrc:P-RBACML:1.0:cxample:pdata:p name”
DataType ="http://www.w3.0rg/2001/XMLSchemadstring”/?
{/PersonalDataMatch) {/Personalllata)
(PersonalData)
{PersonalDataMatch Matchid="urn oasis names:tc:xacml:1 0:function:xpath node match”™>
(AttributeValue DataType="http://www.w3.0rg/2001/XMLSchematstring”™
/ec:Plnfo/ecip-dala/ecip email
{/AttributeValue)
{PersonalDataAttributeDesignator Attributeld="urn:jnu:ssrc:P-RBACML:1.0:example:pdataie- mail”
DataType="http://www w3 org/2001/XMLSchema#string”/}
{/PersonalDataMatch) </Personalllata’ {/PersonalDataSet}
(Action)
(ActionMatch Matchld="urn:oasis names:tc:xacml:1.0: function: string equal”)
(AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string’) read {/AttributeValue)
(ActionAttributeDesignater Attributeld="urn:jnuissrc:P RBACML:1.0:action action-id”
DataType = "http://www.w3.orp/2001/XMLSchema#string’/?
{/ActionMatch) </Actiond  {/Permission)
{Condition?
{Apply Functionld ="urn:oasis ' names:tc:xacml:1.0:function:and”y
(VariableReference Variableld="20071108"/>
{Apply Functionld="urn:oasis:names:tc:xacml:1.0:function string equal™
{PersonalDataAttributeDesignator
Attributeld="urn:jnu:ssrc: P-RBACML: 1.0 example guardian-info:national-id no”
DataType="http://www.w3.0orz/2001/XMLSchema#string”/)
(AttributeSclector RequestContextPath="//ec:Pinfo/ec: p-data/ec:guardian info/ec:national-id-no/text()”
DataType="http://www.w3.org/2001/XMLSchema#string’/)
(/Apply) (/Apply) {/Condition)
{/P-Permission)  {(/P-PermissionS8et) (/P-PA) (/P PASet;
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01 | ¢?xml version="1.0" encoding="UTF-8"?)

pPA-context.xsd”

03 | {pPA-context:Role)

{/pPA-context:Attribute)
33 | (/pPA-context:Action)

34
35 | {pPA-context:Purpose}

{/pPA-context:Purpose)
39 | (/pPA-context:Request)

02 | (pPA-context:Request xmlns:pPA-context="urn:jnu:ssrc:PPA:1.0:context:schema”
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance” xsi:schemaLocation="urn:jnu:ssrc:PPA:1.0:context:schema

04 (pPA-context:Attribute Attributeld="urn:jnu:ssrc:P-RBACML:1.0::Role role-id”
DataType="http://www.w3.0org/2001/XMLSchema#string”)

05 (pPA-context:AttributeValue) urn:P-RBACAML:1.0:ssrc:jnu:ac:kr:P-PASet:P-PA:Role:Marketing

06 {/pPA-context:AttributeValue)

07 {/pPA-context:Attribute) {/pPA-context:Role)

08

{pPA-context:PersonalData)

09 {pPA-context:PersonalDataContent}

10 (PInfo xmlns = "urn:example:e-commerce:schemas:Personallnfo”

11 xmlns:xsi = "http://www.w3.0rg/2001/XMLSchema-instance”>

{p-data>

12 {p-namedhong gil dong{/p-name)

13 {e-mail)hong@e-commerce.com{/e-mail)

14 {guardian-info)

15 (g-name)kim nam su{/g-name)

16 (g-e-mail)namsu @e-commerce.com{/g-e-mail)

17 {phone)062.123.1234¢/phone)

18 {national-id-no)560909-1234567(/national-id-no)

19 {/guardian-info}

20 (/p-data) {/Plnfo) {/pPA-context: PersonalDataContent)

21 (pPA-context:Attribute Attributeld="urn:jnu:ssrc:P-RBACML:1.0:example:pdata‘p-name”

22 DataType="http://www.w3.0rg/2001/XMLSchema#string”)

23 {pPA-context:AttributeValue) //pPA-context:PersonalDataContent/Plnfo/p-data/p-name/text()

{/pPA-context:AttributeValue)  {/pPA-context:Attribute)

24 (pPA-context:Attribute Attributeld="urn:jnu:ssrc:P-RBACML:1.0:example:pdata:e-mail”
DataType="http://www.w3.org/2001/XMLSchema#string”

25 (pPA-context:AttributeValue) //pPA-context:PersonalDataContent/PInfo/p-data/e-mail/text()

26 {/pPA-context:AttributeValue)  (/pPA-context:Attribute)

27 (pPA-context:Attribute Attributeld="urn:jnu:ssrc:P-RBACML:1.0:example:guardian-info:national-id-no”
DataType="http://www.w3.0org/2001/XMLSchema#string™

28 (pPA-context:AttributeValue) //pPA-context:PersonalDataContent/PInfo/p-data/guardian-info/national-id-no/text()

{/pPA-context:AttributeValue)  (/pPA-context:Attribute) {/pPA-context:PersonalData)

29

30 | (pPA-context:Action)

31 (pPA-context:Attribute AttributeId="urn:jnu:ssrc:PPA:1.0:request:consent-info:action”

DataType="http://www.w3.0rg/2001/XMLSchema#string”>
32 {pPA-context:AttributeValue) read {/pPA-context:AttributeValue}

36 {pPA-context:Attribute Attributeld="urn:jnu:ssrc:P-RBACML:1.0:purpose:purpose-id”
DataType="http://www.w3.0rg/2001/XMLSchema#string”)

37 (pPA-context:AttributeValue) Promotion {/pPA-context:AttributeValue)

38 {/pPA-context:Attribute)
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01 {¢?xml version="1.0" encoding="UTF-8"7

pPA-context.xsd”)

06 [{/pPA-context:Response)

02 {{pPA-context:Response xmlns:pPA-context="urn jnuissrc:PPA:1 0 context schema”
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance” xsi:schemalocation="urn jnu ssre:PPA:1.0:context:schema

03 (pPA-context:Result)
04 (pPA-context:Decision)Permit{/pPA-context: Decision)
05 {/pPA-context:Result)
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(?xml version="1.0" encoding="UTF-8"7)

(xs:schema xmlns:xs="http://www.w3.0rg/2001/XMLSchema’
xmlns:PPA="urn:jnu:ssrc:PPA:1.0"
targetNamespace="urn:jnu:ssrc:PPA:1.0"
elementFormDefault ="qualified”
attributeFormDefault="unqualified”)

(xs:element name="P-PASet”)
{xs:complexType}
{xs:sequence)
(xs:element ref="PPA:Description” minOccurs="0" />
(xs:element ref="PPA:P-PASetDefault” minOccurs="0" />
(xs:choice minOccurs="0" maxOccurs="unbounded”
(xs:element ref="PPA:P-PA” /)
(xs:element ref="PPA:P-PAldReference” /)
(xs:element ref="PPA:P-PASetldReference” />
{/xs:choice)
{/xs:sequence)
(xs:attribute name="P-PASetld” type="xs:anyURI
use="required’/>
{/xs:complexType)
{/xs:element)

{1-- Description. P-PASetDefault, B4l 4% —)

(xs:element name="P-PA" type="PPA:P-PAType’/)
(xs:complexType name="P-PAType")
(xs:sequence)
(xs:element ref="PPA:Role’/)
(xs:element ref="PPA:P-PermissionSet’/> {/xs:sequence)
(xs:attribute name="P-PAId" type="xs:anyURI’
use="required"/)
{/xs:complexType)

(xs:element name="Role” type="PPA:RoleType"/>
{(xsicomplexType name="RoleType”>
{xs:choice?
(xs:element ref="PPA:RoleMatch”/>
(xs:element ref="PPA:RoleldReference’/> {/xs:choice)
(xs:attribute name="Roleld” type="xs:anyURI"
use="required”/>
{/xs:complexType)

(xs:element name="P-PermissionSet”
type="PPA:P-PermissionSetType’/>
{xs:complexType name="P-PermissionSetType”>
{xs:sequence)
(xs:choice minOccurs="1" maxOccurs="unbounded”
(xs:element ref="PPA:P-Permission”
maxQOccurs="unbounded”/>
(xs:element ref="PPA:P-PermissionldReference”
maxOccurs="unbounded”/> {/xs:choice)
(xs:choice minOccurs="0" maxOccurs="unbounded”
(xs:element ref="PPA:P-PermissionSetIdReference’/>
{/xs:choice)
{/xs:sequence)
(xs:attribute name="P-PermissionSetld” type="xs:anyURI’
use ="required’/>
{/xs:complexType)

(xs:element name="P-Permission”
type="PPA:P-PermissionType” /)
(xs:complexType name="P-PermissionType”)
{xs:sequence)
(xs:element ref="PPA:VariableDefinition” minOccurs="0"
maxQOccurs ="unbounded”/>
(xs‘element ref="PPA:Purpose’/?
(xs:element ref="PPA:Permission”/)
(xs:element ref="PPA:Condition” minOccurs="0"/>
(xs:element ref="PPA:Obligation” minOccurs="0"/>
{/xs:sequence)
{xs:attribute name="P-Permissionld” type="xs:anyURI
use="required”/>
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(xs'element name="Condition” type="PPA:ConditionType’/>
<xs:complexType name — CanditionType”™
(xsisequence)
{xs element ref="PPA:Expression” /)
{/xs'scquence’
{/xs complexType)

{/xs:complexType)

(xs:element name="Purpose” typc="PPA:PurposeType”/)
{xs:complexType name="PurposcType")
{xs'sequence)

(xs:element ref="PPA:PurposeMatch’/? {/xs:sequence)
{/xs:complexType) {xs:element name ="Obligation” type="PPA:ObligationType />
<xs:complexType name="ObligationType")

{xs’sequence)

{xs:element ref="PPA:Notify” minOccurs~"0"
maxQOccurs="unbounded”/>

{/xs:sequence)

(xs:attribute name="0Obligationld” type="xs:anyURI

use="required’/?

{xs'attribute name-="FulfilOn” type="xs:string’

use="required’/>
{xs:complexType)

{xs:element name="PurposeMatch”
type="PPA:PurposeMatchType’/)
(xs:complexType name="PurposcMatchType”)
(xs:sequence)
(xs:element ref="PPA:AttributeValue™/)
(xs:element ref="PPA:PurposeAttributeDesignator’/>
(/x5 sequence}
(xs attribute name="Matchld” type="xs:anyUR}"
use ="required”/>
{/xs:complexType)
{xs:element name="Notify™ type="PPA NotifyType"/>
(xs:complexType name = NotifyType” mixed= "true”
{xs'complexContent mixed="true”)
(xs:extension base="PPA:AttributeValueType™
(xs:attribute name="Notifyld”
type="xs:anyURI" use="required”/>
{/xs extension)
{/xsicomplexContent)
‘complexType)

(xs:element name="Permission”)
(xs:complexType)
(xs:sequence)
(xs:clement ref="PPA:PersonalDataSet’/)
(xs:element tef="PPA:Action”/) {/xs:sequence)
(xs:attribute name="Permissionld” type="xs:anyURI"
use ="required”/>
{/xs:complexType)
{/xs:element)

‘xs: element name ="P-PAldReference” type="xs:anyURI"/>
(xs:clement name="PersonalDataSet™)
(xs:complexType) CEe Al AN g A okt gt
(xsisequence max()ccursf’Lunbnunded") . P-PASctldReference. RoleldReference
{xselement name="Personallata”) P-PermissionSetldReference, P PermissionldReference,
{xs‘complexType> VariableDefinition. Expression. VariableReference. Apply.
(xs:sequence) RoleMateh. AttributeValue. AttributeSclector.
(xsjE]Smem . PurposeAttributeDesignator.
ref="PPA:PersonalDataMatch”/) EnvironmentAttributeDesignator,

{/xs:sequence) PersonalDataAttributeDesignator,

(./xsicomp]chpr) AttributeDesignator,
{/xs:element) ActionAttributeDesignator *lej=i
{/xs:scquence) A A GA A gAY P -

{/xs complexType)
(/xs:element)

v/xsschema)

(xs:element name ="PersonalDataMatch”
type="PPA:PersonalDataMatchType”/?
(xs:complexType name="PersonalDataMatchType™
{xs:sequence)
(xs:element ref="PPA:AttributeValue™/
{xs:element
ref="PPA PersonalDataAttributeDesignator”/)
{/xs:sequence)
(xs:attribute name="Matchld” type="xs:anyURI"
use="required”/>
{/xs:complexType)

{xs element name="Action” typc="PPA:ActionType /)
{xs:complexType name="ActionTypc™)
(xs:sequence)
(xs‘element ref="PPA:ActionMatch™/>
{/xs:sequence)
{/xs:complexType)

{xs’element name="ActionMatch”
type="PPA:ActionMatchType"/}
{xs:complexType name="ActionMatchType”)
{xs’sequence)
(xs:clement ref="PPA:AttributeValue™/>
{xs:element
ref= "PPA: ActionAttributeDesignator™/}
{/xs'sequence)
(xs:altribute name="Matchld” type="xs:anylIR]"
use="required’/)
(/xs:complexType)
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