WHRERERER X
818 % $ 53k, 2008. 10

Nakazato—Wang—Yamamura 079 .I_E.E]-O]HAV]-
Z3e YA A2g g 2494 9z T

o o ", 0 2 &

olsifati MESAI sy, 2 achstn M7t

Credential Forging Attack against Privacy Enhancmg Credential System
in Nakazato-Wang-Yamamura ’07"

DaeHun Nyang"', KyungHee Lee®
"The Graduate School of Information Tech & Telecomm, inHa University

’Department of Electrical Engineering, The University of Suwon
(@] of
- =

o] =%l 4= ASIAN 200744 Nakazato, Wang, Yamamura 5-0] R E3 Zebo|u] )7} 73b Ze| gl A 2g]ol| 4
AN FFAk] Aue] 2f glolx AbgAtel FFA7L FRehe 4ol WL 9285 98-S vl o] T4
& WA Pl A AMgshe A wUy)E s AMe) Al o8- $3lske e ol 43ich =8,
o] 3RS ol8AQl dut AHAQ FFE nFs) Eof

ABSTRACT

We present an attack which forges a credential without the help of the credential issuer in the protocol designed
by Nakazato, Wang and Yamamura at ASIAN 2007. The attack avoids using the credential issuer's private key by

taking advantage of the property of bilinear pairing. lmplication of this collusion attack by user and verifiers also
discussed.
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