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ABSTRACT

KeeLog is a very light block cipher with a 32-bit block and a 64-bit key. It is suitable for the wireless applications,
and thus multiple automotive OEMs as Chrysler, GM, Honda, Toyota have used remote keyless entry systems and
alarm systems in order to protect the their cars. In this paper, we introduce various weak-key classes that include

2! ~ 232 keys and exploit the slide attack to propose key-recovery attacks under these weak-key classes.
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