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ABSTRACT

In 1998, Kocher et al. introduced Differential Power Attack on block ciphers. This attack allows to extract secret
key used in cryptographic primitives even if these are executed inside tamper-resistant devices such as smart card.
At FSE 2003 and 2004, Akkar and Goubin presented several masking methods, randomizing the first few and last
few(3~4) rounds of the cipher with independent random masks at each round and thereby disabling power attacks on
subsequent inner rounds, to protect iterated block ciphers such as DES against Differential Power Attack. Since then,
Handschuh and Preneel have shown how to attack Akkar's masking method using Differential Cryptanalysis. This paper
presents how to combine Truncated Differential Cryptanalysis and Power Attack to extract the secret key from
intermediate  unmasked values and shows how much more efficient our attacks are implemented than the
Handschuh-Preneel method in term of reducing the number of required plaintexts, even if some errors of Hamming
weights occur when they are measured.
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