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ABSTRACT

Currently much research is being done on host based intrusion detection using system calls which is a portion of
kernel based data. Sequence based and frequency based preprocessing methods are mostly used in research for intrusion
detection using system calls. Due to the large amount of data and system call types, it requires a significant amount
of preprocessing time. Therefore, it is difficult to implement real-time intrusion detection systems.

Despite this disadvantage, the frequency based method which requires a relatively small amount of preprocessing
time is usually used. This paper proposes an effective method for detecting denial of service attacks using the frequency
based method. Principal Component Analysis(PCA) will be used to select the principle system calls and a bayesian
network will be composed and the bayesian classifier will be used for the classification.
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