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ABSTRACT

Recently, cyber attacks against public communications networks are getting more complicated and varied. Moreover,
in some cases, one country could make systematic attacks at a national level against another country to steal its confidential
information and intellectual property. Therefore, the issue of cyber attacks is now regarded as a new major threat to
national security. The conventional way of operating individual information security systems such as IDS and IPS may
not be sufficient to cope with those attacks committed by highly-motivated attackers with significant resources. As
a result, the monitoring and control of cyber security, which enables attack detection, analysis and response on a real-time
basis has become of paramount importance. This paper discusses how to improve efficiency and effectiveness of national
cyber security monitoring and control services. It first reviews major threats to the public communications network
and how the responses to these threats are made and then it proposes a new approach to improve the national cyber
security monitoring and control services.
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