Fuzzy Fingerprint Vault using Multiple Polynomials”

¥

Daesung Moon,’ Woo-Yong Choi, Kiyoung Moon

ETRI
2 o

A7 AFE Slal AFE 23 vhol 4R} Belol A §E0) EEBTI F9lE0) pING D2l wHe] $715
SE2 448 BAZ 402 & Utk webd Bl fEHugE Aol BhsHES 8] Astel g4 ol
oRuo gl BAEH Y4E gl AL ABE el AZHEL FAY F e Pyol Basich
A2 v 2 AR E A BE3] N3] GBI WHOE ATH AT Y HARE 0|22 ARIR AEHE
Q77h B QYT Aok T PR AT AR 5 AFE 1eisA 21 1WAl B
Aasts] Mg ARGINA BR ATt el Arntk A2 A% B4 Rake BAYC) At ¥
ERAE AR NARES] B Q4852 A7) AN GRS A58 5 A5l tet Sazos
Ak P AAD 53, e o] BPAL ASE B F ) olde] AL BE B S AHgdhe] By
PPN ook A3 Bsel AAT PR BT AN PPHE AL By

ABSTRACT

Security of biometric data is particularly important as the compromise of the data will be permanent. To protect
the biometric data, we need to store it in a non - invertible transformed version. Thus, even if the transformed version
is compromised, its valid biometric data are securely remained. Fuzzy vault mechanism was proposed to provide
cryptographic secure protection of critical data(e.g., encryption key) with the fingerprint data in a way that only the
authorized user can access the critical data by providing the valid fingerprint. However, all the previous results cannot
operate on the fingerprint image with a few minutiae, because they use fixed degree of the polynomial without considering
the number of fingerprint minutiae. To solve this problem, we use adaptive degree of polynomial considering the number
of minutiae. Also, we apply multiple polynomials to operate the fingerprint with a few minutiae. Based on the experimental
results, we confirm that the proposed approach can enhance the security level and verification accuracy.
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