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ABSTRACT

In this paper we introduce a new side-channel attack using block cipher cryptanalysis named meet-in-the middle attack.
Using our new side-channel technique we introduce side-channel attacks on AES with reduced masked rounds. That is, we
show that AES with reduced 10 masked rounds is vulnerable to side channel attacks based on an existing 4-round function.
This shows that one has to mask the entire rounds of the 12-round 192-bit key AES to prevent our attacks. Our results are
the first ones to analyze AES with reduced 10 masked rounds.
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