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Power analysis attacks against NTRU and their countermeasures
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ABSTRACT

The NTRU cryptosystem proposed by Hoffstein et al. in 1990s is a public key cryptosystem based on hard lattice problems.
NTRU has many advantages compared to other public key cryptosystems such as RSA and elliptic curve cryptosystems. For
example, it guarantees high speed encryption and decryption with the same level of security, and there is no known quantum
computing algorithm for speeding up attacks against NTRU. In this paper, we analyze the security of NTRU against the simple
power analysis (SPA) attack and the statistical power analysis (STPA) attack such as the correlation power analysis (CPA)
attack. First, we implement NTRU operations using NesC on a Telos mote, and we show how to apply CPA to recover a
private key from collected power traces. We also suggest countermeasures against these attacks. In order to prevent SPA, we
propose to use a nonzero value to initialize the array which will store the result of a convolution operation. On the other hand,
in order to prevent STPA, we propose two techniques to randomize power traces related to the same input. The first one is
random ordering of the computation sequences in a convolution operation and the other is data randomization in convolution
operation.
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