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ABSTRACT

In 2005, Wang et al. discovered devastating collision attacks on the main hash functions from the MD4 family. After the
discovery of Wang, many analysis results on the security of existing hash-based cryptographic schemes are presented. At
CRYPTO’07, Fouque, Leurent and Nguyen presented full key-recovery attacks on HMAC/NMAC-MD4 and NMAC-MD5[4].
Such attacks are based on collision attacks on the underlying hash function, and the most expensive stage is the recovery of
the outer key. At BEUROCRYPT’08, Wang, Ohia and Kunihiro presented improved outer key recovery attack on
HMAC/NMAC-MD4, by using a new near collision path with a high probability[2]. This improves the complexity of the full
key-recovery attack on HMAC/NMAC-MD4 which proposed by Fouque, Leurent and Nguyen at CRYPTO’07: The MAC
972

queries decreases from 2% to 27

improved outer key-recovery attack on HMAC/NMAC-MD4 with 2771246 MAC queries and 2° MD4 computations, by using
divide and conquer paradigm.
Keywords: HMAC, NMAC, MD4, Key-Recovery, Near Collision, Differential Path

, and the number of MD4 computations decreases from 2°° to 277, In this paper, we propose
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