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ABSTRACT

In this paper, we test for security targeting on APIs of Windows OS that is used by many people worldwide. In order to
test APIs in DLL fils of Windows OS, we propose Automated Windows API Fuzz Testing(AWAFT) that can execute fuzz
testing automatically and implemented the practical tool for AWAFT. AWAFT focuses on buffer overflows and parsing errors
of function parameters. Using the tool, we found 177 errors in the system folder of Windows XP SP2. Therefore, AWAFT

is useful for security testing of Windows APIs. AWAFT can be applied to libraries of third party software in Windows OS
for the security.
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