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ABSTRACT

This paper proposes an efficient and secure user authentication and key agreement scheme instead of the HTTP digest and
TLS between the SIP UA and server. Although a number of security schemes for authentication and key exchange in SIP
network are proposed, they still suffer from heavy computation overhead on the UA’s side. The proposed scheme uses the
HTTP Digest authentication and employs the Diffie-Hellman algorithin to protect user password against dictionary aftacks. For
a resource-constrained SIP UA, the proposed scheme delegates cryptographically computational operations like an
exponentiation operation to the SIP server so that it is more efficient than the existing schemes in terms of energy consumption
on the UA. Furthermore, it allows the proposed scheme to be easily applied to the deployed SIP networks since it does not
require major modification to the signaling path associated with current SIP standard,
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