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ABSTRACT

Network administrator recognizes the abnormal phenomenon in the managed network by using the alert messages generated
in the security devices including the intrusion detection system, intrusion prevention system, firewall, and etc. And then the
series of task, which searches for the traffic related to the alert message and analyzes the traffic data, are required to determine
where the abnormal phenomenon is the real network security threat or not. There are many alert messages to have to inspect
in order to determine the network security situation. Also the much times are needed so that the network administrator can
analyze the security condition using existing methods. Therefore, in this paper, we proposed an efficient method for analyzing
network security situation using visualization. The proposed method monitors anomalies occurred in the entire IP address’s
space and displays the detail information of a security event. In addition, it represents the physical locations of the attackers
or victims by linking GIS information and IP address. Therefore, it is helpful for network administrator to rapidly analyze the
security status of managed network.

Keywords: Information visualization, Security visualization, Network monitoring, Network sitvation awareness
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