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ABSTRACT

A cryptographic module (CM) is an implementation of various cryptographic algorithms and functions by means of
hardware or software. When a CM is validated or certified under the CM validation program(CMVP), a finite state
model(FSM) of the CM should be developed and provided. However, guides or methods of modeling and analysis of a FSM
is not well-known, because the guide is occasionally regarded as a proprietary know-how by developers as well as verifiers
of the CM. In this paper, we propose a set of guides on modeling and analysis of a FSM, which is needed for validation of
a CM under CMVP, and a transition test path generation algorithm, as well as implement a simple modeling tool
(CM-Statecharter). A FSM of a CM is modeled by using the Statechart of UML 2.0. Statechart, overcoming weakness of a
FSM, is a formal and easy specification model for finite state modeling of a CM.
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