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ABSTRACT

Logs from various security system can reveal the attack trials for accessing private data without authorization. The logs can
be a kind of confidence deriving factors that a certain IP address is involved in the trial. This paper presents a rule-based
expert system for derivation of privacy violation confidence using various security systems. Generally, security manager
analyzes and synthesizes the log information from various security systems about a certain IP address to find the relevance
with privacy violation cases. The security managers’ knowledge handling various log information can be transformed into rules
for automation of the log analysis and synthesis. Especially, the coverage of log analysis for personal information leakage is
not too broad when we compare with the analysis of various intrusion trials. Thus, the number of rules that we should author
is relatively small. In this paper, we have derived correlation among logs from IDS, Firewall and Webserver in the view point
of privacy protection and implemented a rule-based expert system based on the derived correlation. Consequently, we defined
a method for calculating the score which represents the relevance between IP address and privacy violation. The UI(User

Interface) expert system has a capability of managing the rule set such as insertion, deletion and update.
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