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ABSTRACT

Zhang et al. proposed a improved fast correlation attack on stream cipbers at SAC’08[8]. This attack is based on the fast
correlation attack proposed at Crypto’00 and combined with FWT(fast Walsh transform). Given various attack environments,
they presented complexities and success probabilities of the proposed attack algorithm. However, we found that our simulation
results of the proposed attack algorithm are different from them presented in [8]. In this paper, we correct results of the
proposed Attack algorithm by analyzing it theoretically. And we propose a threshold of valid bias.
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Parameters: t,kn
Precomputation
precompute n groups of parity-checks like equation (2) with » different v,_, values
Input keystream sequence (z,z;, - zy_;)
Processing
let B, =0 for the 2* possible values of w
for each group of parity-checks specified by v, do
let ;.. take a randomly assigned value
define a function h, [(x,) as in equation (4)

apply FWT to compute #, (w) for the 2* possible values of w
(H,, ()

M

1 for the 2* possible values of w

update B, =8B, +

end for
search for B, = T and accept the corresponding » as a candidate for a,

Output: a, ={(aga,"a,.,) or a small list of candidates
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