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ABSTRACT

To protect sensitive personal information, data will be stored in encrypted form. However in order to retrieve these
encrypted data without decryption, there need efficient search methods to enable the retrieval of the encrypted data. Until now,
a number of searchable encryption schemes have been proposed but these schemes are not suitable when dynamic users who
have the permission to access the data share the encrypted data. Since, in previous searchable encryption schemes, only specific
user who is the data owner in symmetric key settings or has the secret key corresponding to the public key for the encrypted
data in asymmetric key settings can access to the encrypted data. To solve this problem, Stephen S. Yau et al. firstly proposed
the controlled privacy prmerving keyword search scheme which can control the search capabilities of users accordiﬁg to access
policies of the data provider. However, this scheme has the problem that the privacy of the data retrievers can be breached.
In this paper, we firstly analyze the weakness of Stephen S. Yau et al’s scheme and propose privacy preserving keyword
search with access control. Our proposed scheme preserves the privacy of data retrievers.
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