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ABSTRACT

Since message forgery or alteration in VANET may cause severe consequences, authentication of critical messages must be
prowded However usmg normal digital signature may infringe privacy of drivers. Therefore, VANET requires aumenncatlon
systems that provide condmonal anonynuty In this paper, we propose a new authentication system for VANET In our
proposed system, each vehicle' can updatc its pseudonym using re-encryption technique and digitally sign messag@s using
Tepresentation ‘problAeI'h:'oh the pseﬁdénym By limiting the usage period, revocation of individual pseudonym is riot fequired.
Mored_ver, we also provide a way to revoke the vehicle itself. Secureness of our system partially rely on thé usage of
tamper-resistancé hardware,
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