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ABSTRACT

CRT-based RSA algorithm, which was implemented on smartcard, microcontroller and so on, leakages secret primes p and
q by fault attacks using laser injection, EM radiation, ion beam injection, voltage glitch injection and so on. Among the many
fault injection methods, voltage glitch can be injected to target device without any modification, so more practical. In this
paper, we made an experiment on the fault injection attack using abnormal source voltage. As a result, CRT-RSA’s secret
prime p and g are disclosed by fault attack with voltage glitch injection which was introduced by several previous papers, and
also succeed the fault attack with source voltage blocking for proper period.
Keywords: Fault injection attack, CRT-RSA, Source voltage blocking, Voltage glitch, Microcontroller
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