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ABSTRACT

Password-Authenticated Key Exchange (PAKE) Protocol is a useful tool for secure communication conducted over open
networks without sharing a common secret key or assuming the existence of the public key infrastructure (PKI). It seems
difficult to design efficient PAKE protocols using RSA, and thus many PAKE protocols are designed based on the
Diffie-Hellman key exchange (DH-PAKE). Therefore it is important to design an efficient PAKE based on RSA function since
the function is suitable for designing a PAKE protocol for imbalanced communication environment. In this paper, we propose
a computationally-efficient key exchange protocol based on the RSA function that is suitable for low-power devices in
imbalanced environment. Our protocol is more efficient than previous RSA-PAKE protocols, required theoretical computation
and experiment time in the same environment. Our protocol can provide that it is more 84% efficiency key exchange than
secure and the most efficient RSA-PAKE protocol CEPEK. We can improve the performance of our protocol by computing
some costly operations in offline step. We prove the security of our protocol under firmly formalized security model in the
random oracle model.
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