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ABSTRACT

Recently, there is an increase in demand of real-time multimedia service in the WLAN environment, with a
commercialization of IEEE 802.11n standard. However, the 802.1x authentication protocol is too slow to provide seamless
real-time multimedia service, which defined in an IEEE 802.11i security standard. In this paper, a Ticket-based authentication
mechanism in the CAPWAP(Control And Provisioning Wireless Access Point) architecture is introduced to support for the fast
handoff.

Keywords: IEEE 802.11i, WLAN, Fast handover, CAPWAP, 4-Way handshake

LM B o] AXe WAtk 1y FHT £ HI 320Mbpse]
£52 AYshs [EEE 8R1InEZY 4oz 2

19999 IEEE 80211b 9] <9l o]%4%E i sl Z1de} AR, dish A2, AIE AL 5 TR
A9 IEEE 802.11nol| ©|2717}A] FEA#e]l 71&3 Folo| A FHL3HA IEEE 80211 7]ke] A= AL
e A&HT ot FARS MESYA 374 75 go] Z7kska gioh S fAW Ao HAA e
9 W7ol fdH B vlg) golsithe A2 gle AFEEs FHAAE 58 VolP(Voice  over
U g HE &5 m o) £ 7] AHAEY 34 Internet  ProtocoDYt  MoIP(Multimedia  over

(20009 89 13), L0099 109 13),
AL L0099 108 269)

* B o=F2 200895 Wt ojshel ARG
AP ATHAS.

FA7}, csp0@dankook.ac.kr

WAIA A} sayttre@dankook.ac.kr

<t =

Internet Protocol)$} 22 AAIZF HEjm|t]o] AJH]
2:9] o]8-5 7lsslA Fok

oA TR Hopol A FARE o] galed A7
HEE) o] AUIAE olgale A8AEe £49)
o] Burg slen), RABNA ARG wE A=



94 149 80211 HE=EL X E A dst= CAPWAP op7[EIAE 0|83 EZ 7|9k Q% wAYUS

X (Handoff)= #7 & AAZ HEm|Yo] Aujx
A& A3 7P FosHA 1o & FEoZ o
FEI Yok AW 153 27 dAARH AS

Hd AF FA77E deoly Held] ot die
[EEE 802.11i¢] HEFES Fa| AU b
olf] ZelolHA] 7|5& t% AgstdrHl12]. 1Y
v IEEE 80211i¢ 473 &<l IEEE 802.1x
EAP-TLSIE#4S  MS(Mobile — Station)9]  &f
Tox Al Witk oo WAA RS ke
EAP-TLSISHAS o83t MS$ AP(Access
Point)7} "J’EOIZE Fep3l7] Wiz o] T F W
Adle Mo X AAATRe FAddAM #7 gle A
A7 %‘Elﬂlﬂoi MuAE AFshst 7t EAHe
2 goldti3]. ©l& &ZFsty] sl IEEE 802.11f
9] IAPP(Inter  Access Point  Protocol)[4],
[EEE 802.11i¢ 2 1% WAz 71 A 34,
IEEE 802.11r[5] #F<¢He] AW 5 ok 74
xFE0] AEY PKD(Proactive Key Distri-
bution)®§257 2 A JAF 7l gk A7t
A&E A ok T8y o] fFIA AgtEta e
Walolu gk A QS 7HES A AS A
/A% MW ZEF F7IAI7]1AL AoFAQl Lo A g

E

Amlm\loz_

ol

R Q%] et BARE WD Atk
2 lfv‘f‘oﬂ/\it oA o]—]_ HH]- =

£ Adstn
AHe] 25
AC(Access
Controller)& 7138k CAPWAP 0]—7] A28 o]&
gk AR RIF AAUES AlQkgith CAPWAP
OMEHE IR o] & A5 ACES HFHYU F
AW 749 AS(Authentication Server)x® &l
coxAA F AF BE 2EUt HSE F A1 W
o ¥ =FoA= CAPWAP 0}71‘5—1“}101]/‘1 ACH
AzHE A5 2 H2A9 VT 5 A4 7 =&
Y E APE BAAA ACY ZEE ZAAIZITH6].
B e=id Ut 2 7AH0E At} s
AUES AWttt 28dAME 2 =2olA Akl
fAYES] 7]% ELA 3179 CAPWAP o}71E)A
o tial] Agth 3gdME & =TodlA At 9
3 HIWEA 9 thde] He AR 7] 24 7]
ko] 9l=  HWAYUZ  (Proactive Key Distribu-
tion)ell el AHgich 4geXe £ =70l Atee
CAPWAP o}719dA X AC(Access Controller) &
ol&3t= EIAVINY Q1F WAUEES AHsitt 2%
9 38T 4ol A Agdte H=xe MS7F $Ye

ESS(Extended Service Set)oll 4A&® 2749 4
o]3} BSS(Basic Service Set)ZFHe 2™ (Roa-
ming)& A% FYEHe 2-AFM d=e=xE
]7(]5“3]' 58L& 3ol A Arg AbA 7] Eu) 7]6ke

HAYUSH B =&olA Atsta = 7w
1% WAYUEY 4TS Random Waypoint 7]
Aol Z2aAg B HuEy gt 5%

s VAR F 632 B3 B =Re] dEL Y

fr o = o o
1o olN

o

. CAPWAP SMzH ofF [EiIX

CAPWAP(Control  And  Provisioning ~ Wireless
Access Point) oFIElA = [ETF (internet
Engineering Task Force)ollA] WEst FA#Hl ®EF
o=2X dEzZelo]Z(Enterprise) FAU BHE A
A3ty A zZREZo|tH6]. IEEE 80211004 ¥
Al e HABA T 37E2 AS(Authenti-
cation Server), AP(Access Point), MS(Mobile
Station) ¥ 37/0e ZHEXUE=Z FAHCE oju AP
£t E8  AZ3(Physical Layen® MACA=
(Medium Access Control Layer) o2 FAHTH
CAPWAP oplgixe #AF5HA FAd FHH9
FAT-APY 715S =YAZH MACAISY + 714
2 RZste WTP(Wireless LAN Termination
Point)¢} AC(Access Controller)gte AMZL &
213 74 24E F71 st¢ich CAPWAP #4d@ of
7194 (29 113 2tk

WTPE 7I& FAT-APS] MACAIZY 715 %

F53 EYASY 715S THIN-APZ 783 4
o] ¥4 ¢tEHUE IEEE 80211 &A% 715%
Fshe AXolty. ACe 71& FAT-AP9 MACAS

ot o 1o

A

WLAN switch .
AC(Access Comroller) P NW k
CAPWAP Protocol V-\\
Between Ac&Wﬂ;sﬂ /

(Authentication Server)

/ I L/z//Ls Network

WTPs
PAE e s 'y W(w|re|essLANTermmanonPmms)

WP, wre, L wrp, - L WP,

/ MSs
‘ ‘ ‘ (Mobile Stations)

MS, MS, MS; - MS,

(3= 1] CAPWAP FAMzH O |EIx



e Pt £

@aaE (2009, 12) 9%

715 T4 B B Hsﬂ ez eto]= F
AN BN =Y B H A QAEA ez
o]z RAAe T3t = EE APY MAC/IF
2 ACE B3l F49A A3 Bt olgA s
< FE3} 3§ WIPE FAVEYZA dlolg
3 FAE Fshes FAdEY 988 sla ACe
[EEE 802.119] Q1% 9 HIAY FE& @3sith
olg} e 7T UEIE= Client(MS)7F Hx <
& AX T FAVMEYT AMu|AE o] g3t

Az WIPZ 27 & uf 8021x EAP-TLSSIS
g §lo] MZF WTPe] &3te] AuIA=E Al o
£ F AEE st 149 A= s AYFTHT]

B E—oﬂ/ﬂ Absl= HA 716k Q1% WAUE
9] 7% CAPWAP FA# ol71elxoX ACE o]&
3t FA%LE Ao Bujate] 11&e] =X E 7
A3t} o9} Byste] CAPWAP A o784
Al WTPS} ACARolo] A8-5= CAPWAP Z2EZ
& B =7dA AAlEte dAYUSTE ARHA A
o] §lal &4 EHE AFshe g&T AY7] wjio
CAPWAP Z=2EZd| gt A A At
At HAUEE WTP ACAtelol kg zjdo]
EAgS 7Hgsta A s

(28 2]9] @ CAPWAP oElAdx MSe]
Hzx ATHAHE B AX 7] BF A HoFa
Atk CAPWAP oF7|glxdA ACE 154K Authe
nticator) 2 AFEECE Hx d=g B MS9F A
S WIP3 ACE "i7iAlZ o]83le] IEEE 8021
liolxl A8k JE 802.1x EAP-TLSIZEHAS
23] PMKo(Pairwise Master Key)e = I}‘:}
o]#A =&% PMKye ASOlA ACE AEHIT Al

Ms WIP, AC As
- CAPWAP Protocol%

. { ]
[ T)p_errAu_mEnh_ca_hoﬁ ___________ ‘ _________ r T
1 -
| i 802. 1x EAP-TLS authentication i 1
1 e |
1PMK | MKy M @
[ 4-Wayt ] i

1
LPTK, J ‘-_7 PTK, i
Data Transfer WTP,
Probe Request/response|” Searching |
| _Channels |
Disassociation
Open Authentication
Association Request/ Resporise

PMK | T T T T T T T T Pk
! 1-Way : ®
| PTK: )

Data Transfer

(32} 2] CAPWAP Mzl o7 [=IX{olM MSe| &= 215
R s R =~

WTPS wi7iAl2 MS$} 4-Way Handshake¥}
S AYste PTKo(Pairwise Transient Key)E
gtk PTKAA F ACE CAPWAP Z2EZF

o83ty PTKeE WTP o2 A3ty Al 7
%9 E #Fo] g7 @ T MSE WIPS o]&
o FAMEYZ MuIEE o]&slr] A&
MS7} |28 WTPE =9 = 3= #HL [1
g 219 ®¢ 2tk WIPEZHE FHUEYI AH]
22 A3y MSe MES WIPE 2937 98l
Probe Request/Response #4& %3 ¢]& 715
3 WIP,S 273t MSE WTP9F AHEE A4
718 MEA TZdoF at=t| ojdf CAPWAP o}7]d]
Aol = 8021x EAP-TLSI=34  glo] AC7E
PMKE &334 AC% MSARl9  4-Way
Handshake 33 w2 g3y ol ACY}
A F 7HA @Oi v

o i mlo o o

Probe Request/Response A4S E3] o]
s WIPE &8 MSe 34 A
WTP, 2] A4S  DisassociationZH g &
A3k WTP:2  Association Request Uﬂ*lz]a
Bulth, MSERE  Association Request HAIAE
Agre WIP= dld MS9 Hx 9% w ARS8l
9 PMKes ©|83te WIRE 7ZAf3ix MSe
4-Way Handshake?}-& HlZ A3l o]
3 A= AR 7] PTK S &5t 7 WA U
71& AP E PMKyE 7]¥ho 2 PMKS 448t
o] ARGt Aotk A WA WAl FUdsA WTP,
£ A MSE @4 A&sta sle WP A
4& Disassociation#-& 73l At WTP:
2 Association Request HWAIAE Hyith MSZ
BB Association Request WAIAZE Zd
WTP, & =3 &2 4 (1) PMK%Z
o]g3ld PMK; & =3t

5
o
=

nﬂw

PMK, = TLS— PRF(MK, PMK, , AP _MAC,

STA_MAC) )

9] A3 o] ACE PMKi g A4 93 Hzx
AF Al EF ¢ PMKeS ©]&3le] A2 PMKi=
Atk PMKi2 A4E ACE w2 MS9
4-Way Handshake?}d-& A3l o]& % A=
& AA 7] PTK S E&3t) oA A" A4 7
PTK; & CAPWAP ZEEZS o]&3dle] ACOA



% T49] 80211 =L TE A YHE CAPWAP o}71EXE o 43 g7 7ute] 9% wAUZ

WTP2 AgHi MSE WIPE o83l A3
A BAYEYT MuAE ATEA H B =%

A= CAPWAP o7IEIAE Awst=d| SlojAM + W
A 2o 71E& Ttk o]l& PMKY Freshness

2 BARUAE BE A=ows AUY 4+ e I
Hol7] dgelth. F /b4 WHET AFHA A

A L8R 802.1x EAP-TLSSIZHA glo]

2 5 9l
CAPWAP A&l op7["IH S ol 4 AT

A FAY FPHEY &0 JEe xS A e
= AR ACH FFHe A5 B HAIAod &
Fohs AEAQl AW &7 AS AT HU"
sat v itk o= Hx dF A& Al

. ARM 7| 28f 7|8te] o1& mHIFHUHE
(Proactive Key Distribution)

Z

PKD(Proactive ~ Key  Distribution)®-4]-2
G(Neighbor Graph)z} EZv ¢ H&ES A=F
7FeAdol e FH APEF Q15 Y-S A 43
st} A=Q X AAXES FEATIE A ISV F
slpeltH89]. X&) IEEE 80211 F4#H 37
o] 2% MS7F M2e APZ 2% & o IEEE 802
11i 2ot Ao w} 802.1x EAP-TLSSIS#H4E

i

Ms AP, AS
/
17 T [[GeenAutenicaton T T T T T T T T T T T T T T T TOTT 1
7 . 1
Yo 802.1x EAP-TLS authentication ! 1
PMK | & @
1
1
1
Probe Request/response|-—z-=--—-
D it | Channels |
Open Authentication
Association Request / Response
resrE T e T T e T LT e AR RN -
ol 802.1x EAP-TLS authentication ! :
Usiic] R a— L
|PMK PMKqz 1
Vo 4-Way | ¢
PTK
[ [ -
: Data Transfer

F338taL 4-Way HandshakeE &3] M= AP}
AHE & AA 7] PTKE =23 didh [2" 3] A
52 EAd A MS7F AP 53 Fx <l

Fe AW B F ANLE olgIE AHTE A2
3T

R

T
ot
)
lo,
)
o
m
o
=
S)
M
z
|
=
w
ro
o\
K3)
o
o

o

Probe Request / Response #4& %3 AP,
s o= & AP(Target AP)E HA 3 3
[28 319 ®9 Zo] d=2xE g JH10]. ©]
W E oA FYEE 8021x EAP-TLSRISHA
A dAEE =X AAAZEE B4 gl TN
MBI 28 AFske 2 wA-e] Ha ok ol g
EARE 3] S8 AltE PKDHAS NG &

= FF JEE AR 754l e TR
ARste] MS QISARE 4 EujAlT=
NG 99 U9 APE2 & MSe AR S
HE 71E A2 OE FeE Bfisia itk [
£ NGE o]&3 PKD Wdllx MS9
At A JASHES B 3 Qi
AW AMHIZE o] &3] HE ARE Hx R

o 802.1x EAP-TLSIS5#8S F3 PMKwE
% F o|A & o83t PTKyE A8t T
AMHI~E o]g3HA "

PTKp=Z F ASE AP NG BAHE o] &3}
MS7} th 2 APE =9 = 317] Aol APye] NG W
d e APE(™ 4]9 APLAP,APyolAl MS
9} FHE PMK;Gi: MS®| association <A, j: A

e e

£

fo 4 4o %

¥ L1 %
ey 2 (ot
> fr Hodo

=

b
tlo r
>

S

4o
Moz

b ot

AP, AP,

Open Authentication

Re — association

4 - Way Handshake

(T2 4] PKD Aol HMgkske M elE oty



e Pt £

@aaE (2009, 12) 97

P¥3), & PMKyPMKpPMKiE AL & A

MS7F APS) NG Well e APY 99
21 g A oln ASEHRE Ad wke PMKj,
o] g17] W&o 8021x EAP-TLSSIZEHAS AR
A 1l H}E 4-Way HandshakeZ %3
=& T F Aok AT AREALY JAFTAHR

PTK,
5 @
©9] AZe] APS] sl #ulHlo] NG 99 ol

s
&

98] APE MS7F fl=e =2 & 7% & thA] 802
1x EAP-TLSQIZ%A % 2 A o 1o A
Zoxs Y & 4 glon, =X Al Target A

= Al9lg NG ﬂ’\E°ﬂ AL APES 383 7]
£ Aslok AW =3 BFad &
APPSOl A =0 AH e FetE 7+ A7l
wAF ] At

V. EIZI 7|gke| oIF HIFHHE

AP o}|El Ao MSe] =9
F2< 802.11i0] WA E] Ye
MS$} APZF 4391% % PMKEZ ZZEZS J)
X

H3le] 149 = EE AF3e AYUESS At

41 M7 flz|

IEEE 80211 FAd#:x= MS7F MEL AP
geex g o 802.1x EAP-TLSOEHARS =3
PMKE =&3&t1 S0211iEe EFo] #HAHo 3
+ AX¥™ 4-Way HandshakeZ %3 A2 AA
7] PTKE &gt} oju) MS$} APE 753 ASA}
o]

o 48d% % PMKEERE @ 82lx
EAP-TLSSIZH AN WAstE AAATHE #7
= AT EH Y] AuIAE AFshet] Atk
TARoZ Follet o5 AAsr] sl tgst Al
JF 71 —‘é—l AT} 8021104 Aetatar 3l
t A A% g MSTH A4 W4E APE Fo &
F =0z & APE T ARQIS S A== W
2o g AHQIES Sall AE PMKe MSehe| &

[e)

|+ PMKID(PMK Identity)2 2'Ho] 7}53a}t}
gy A A% B2 84 HE3 e APE S
FT A& 713 APEY EF ARJISE 3] Wi
o Target APE A& AT o] HH APES]
PMKE AlAtsla Asshs FgolM dsAnd 2
3 7FEAIZITE S ARHRQIZ ] KE APl o}

)

2 APE MS7F oz @ AE {02ix
EAP-TLSSIS A S Al F3f3fof st o]
g A=0 AAAZS B TE EAA
=

8211l A Aksta Sle IAPPE APZF 2415
Ag AR 2L AP Security Context FHE ¥
FEoZH MSS 21&3g o]F S AL £ e =
ZEZZ MSY E o9 AP, DS(Distribution
System),

FA %3t

g
A
2
A
o2l
o
b
Lo
w
8
5
<
Q
o
=
l¢]
<t

34.
e

249 F9 AP—';—EE

TA™E Uz}

o,
o N ¥ e
o oN o T 8

% > _[Pi )
[e3

il n% I

2 pr ol OE‘
J

e

IR =

>~

g o%

PERY

T &

okt

= Z

to g

2,

> O

ro{, oo

o

2
X0,
T E

g

AL 99 ek 712 A
3l 9lo Q
17'10}951‘:} olwf PKDHeA = A

A733t7] A8t 817]¢] PMKEZ €al

=
o W
H-L]—A
1.,12
:1°L

AE
Ku) rir i
tlo i 4o oftt
N
m[m oX,
o

A
aly
>
op
%
2o

PMK, = TLS— PRF(MK, client Hello.random,
server Hello.random)

2

PMEK, = TLS— PRF(MK, PMK, AP MAC, @
STA_MAC)

MS7} FAYES A Mu2E Hx o]gdle Al
o] B&3 AP9 802.1x EAP- TLS°1Z S 53
PMKE A4 W= 2 (205 AM-3Y PMKE A
At ol AEZQ IEEE 8021114 wAstx
Ue PMKES 41857 Fdsith 184 MSY
Z FAVESA HE&ols: dAl &S APY NG
o %ki ??E‘: Qo %} 7Fs/dol e APE
% HHB‘]— [q]_‘: A (3),] 01-
&L 0|83 }04 8021x EAP-TLSSIESH4  glo
41\_—3]_7.” = 74]/\].0H 1,]11:]. o]x134 pKDuMl_O_
ARJIS G NG 7148 PMKES ¢1dEss
S3to 2 PMKS Key FreshnessE X34
T &% d=exs AUsit) A PKDYH

p



9% T49] 80211 =L TE A YHE CAPWAP o}71EXE o 43 g7 7ute] 9% wAUZ

TS 3golA Adws AL Zo] MSY 27 A
Target APE A¢s NG FLEC Y¥ APSLS
a3 715 Aok 3 A E3 2383 7]
£ At APEAIA AFstA Hol AW Fats
7V A71e AR Stk o)XY dx7kA] AT
A AUNF L 1wk = =S Ysy] 3

Z2EEE] Aske viZAYSH ol WAUSE

wZol sttt E4) APPEZREZF o] APAEZH
Het EYAS AR 28 4% 54 AP9 PMK
wEZ QI3 A FHo] HA T S Qlr} o

= 9 oY A% F
AHEE 719) Key FreshnessE Aok stk

o]

2 =2 99 YA 7124 LA 23S
o afe] Aro s A987] s CAPWAP
o8 A NN ACE ol&3sh= EZL7INMe] AT w7
UES At CAPWAP op71glx9] &4 74
8490 ACT} 1% % FHIA ol B3 715 A3}
o dSAMe FEE HF, B olzhs 2 )

j=aE=1
Yo =93t d5Hd FRE MSE AEgozH
71E A QS oM A E FAHES slEdstn
2 gtk B3 PMKEZE €aE]5S PKDWolA
Aokl e A 29 AR WS HwEozH
QAFUAME W2 H=OTE XY 3= HAYSS
2 R=y

42 Mot tFHE

2 =7olA ARbet A= gAY 1 WA
Uz A58 F44

AS o9 A2 EA A8 ACE F71s
CAPWAP oHI"EIAE 7¥tez 3t ACe U
32 Alole # o

o] RS 7AaAY)

HE MSZ AG3l7] 93] B =i AL}t

e
fr i
N
olf
tjo
oft
ofl
i
fru
x
ro
ofN
R

o
S,
o
ox
oX
QL
2
il
off
=
w2
fru
2
gt
ol
rr

4
A
s
Al

S
=
L
2
o
o
i
=
ot
oft
HO
for
il
o
oo
_O|L
2
o2
fols
ot
-oly
iih)
)

Y+ WTP(Target WIP)Z w©]g] AXtE PMKS
OHASHA APsted AHEHE ANEL Adelt E
E=ZoA Aeln Qe PMK 52 <1827 g
AR dugEe oLy 2o

PMK,

0j = prf (auzc> Client.random, server.random) 4)

PMEK,, = prf(MK, MS, WIPj, PME,,),) )

Ticket = [MS, PM Lifetime][{i 6)

i

(E 1] 75 2%

MSe] H% association?] YA EE PMKZ
A 0 Hx AF A BA4E PMKYES Yehd
PMKy |
e WIPHEZX WTPY 14 2% Waz
AH-E

AZHgol  AAHE  PMKEA e
Re-association 352 Uehdth

= WIPHZEH WTPY i 4 HIE
AHE-HTh

PMKj

prf  |Pseudo random function®] 2Fo]

MSe] HZ associationr] AS(Q1EAH)ol
MK |A AAEE pre-Master KeyE4 PMKA
2HE S ARR-EE 7)ot

MS9} WTP7} &3 PMKE WTPS AC
7} 53 AN E 4533k A

Tickel i \Wrpmazxn WTpe n% 48 waz
AgET,
Lifet; TicketS TFASHE £A4CEZMX Ticketd
R e ki
© |Ticker® 39 W AMgshe g F12A |
J

£ WIPS) 14 A Wse g,

[28 5l & =FodA At e Z2EF
% MS7} IEEE 80211 F4#A AMul=E Hzx o§
o A== IS 2 A 7] =& 2, AR
7] 2% ¥ g2 29} 3H& HFa gtk B =F
A Al e ZEEZS WTPS AC, ACSH
ASAboldlE HHE Ado]l EAgta s,
MSe WIP# Hz & A $F ASY 8021x
EAP-TLSSISH8E 23 3tal o] Ba HEAF
2 MK(pre-Master Key)E =Z3Hc}

MKE b3 AdE& F3l ACE Agsi MKE
A e ACE 4 WE o83l ek 2ol
PMKyp & =Z3H}h

PMEK,, =prf(MK, clientHello.random,
server Hello.random,)



TR SR G (2009, 12) 99

MS WTP, AC AS

- Securethond Mg fosue S

Open Authertication
Association
PMKgr PR S— ‘

802. 1x EAP-TLS authentication

PMKg|  4—WayHandshake [ pMKy
PTKgr PTKgy

—
Neighbor AP,

Data Transfer

Ticket Distribution

(O3 5] Hloh HFHES 2= 215 Y MA 7| =&aHE T}
Ticket M A 2Hity

ACE PMKng g Ajde o83l WIPZ
Agslal PMKgS A2 WIP2 PMKE o] &
3l MS¢} 4-Way Handshake #H4& Z3j3dich
Ao 72 4-Way Handshake #8-& vlxH MS
o} WTPAelo] AjZ2g A 710 PTKgol A4S
il o]Z o]gale] MSE WIP S Eaf ohddh 74
W AH=E o]83 5 Ak PTKaAA $ dlolH
A% Data Transfer)#go]  o]Fojx=  Fetdl
ACE WTPS] NGHEE o]&3te] MS7t &% @
zox g JlsAo] e WIPS] AHEE PMKE
g Azt [28 591 WTPe NGe=
WTP,WTP,WTP,0lth. ACE 4 (B)E o]&3}d]
MSe] F=9 A WTP9] o]% WTPEe] AR
PMKE Akttt oo tigt Axe 3sl7]eh ol
PMKjs, PMKjs, PMKjs©]T}.

PME,, = prf(MK, MS, WTP,, PMK,, )
PMK,, = prf(MK, MS, WTP,, PMK,, )
PMK,, = prf(MK, MS, WIP,, PMK,,)

WTP,9] o] WTPE9] tist PMK A4t Zrgo]
AFEHH ACE 4] (6} o]&3to 3}7]e} Zo] EA
< AT

Ticket., = =[S, RMKM,szetime]Kz
Ticket, = =[MS, PAII(I37szetime][(3
Tzcket4 =[MS, RMKl4.[/z'fetime]K4

AL MSe MACFA9 NGE o|&3td Hlg]
AddE PMK, 3 HAY FEZHE Uehie
Lifetime—o— AC9 WTPE Aelo] ZfH wiF7] K
ol-g3te] ¢tz slet Aufo|th o|FA AAHE A
3] ©lolE] Z#HY(Data Frame)oE& FAE
ot LS F3] AColH WTPS 7Z53tH
MSZ Hggitt. g A4 dgd A deo

2 rlo m{

Ms WP, AC AS
L S Secure Channel % Secure Channel

Open Authentication

Re-association Request
PMKqz PMKqz
(Tickety)

Re-association Response

Update

4 - Way Handshake Neighbor APs

PTKy, PTKy,
Data Transfer | | . <WTP‘ WiPe

| wips

Ticket Distribution

| | NS

(T2 6] Mot oiF|LIEe] A==

-2 MS¢e WTPAtel 9] HolE M$#d & =
th. WIP& o]&3ted FAEA Mul=E 3]
© MS7F FHe g2 WIPZ 29 & 3¢ gAas
ol&ste ;=0 X AAAE His & F Utk
(2" 612 MS7F WTPollA WTIP,Z &% & 3¢
B =AM ARFstnA) sle A= A S BT
At
WTP,2 Target WTPE XA 3 MSE
Re-association #HAS 53] Ticke® WIPZ
Attt WIPe Ticket® A/ ACSF ARxle]
59 A7 KE o] &3ty Ticket, s B33} st
£33t WS o]&ste] MSeHe Auils Ad9s
g3t ojuf Ticket,E H&slet A3 F MSe
MACF4AE  ©]83F9 Re-associations 233
MSell gt Q15 AY9S Pt Lifetimes ©o]&
sted S Ticket] &S FHITE WTP7}
A= A Wi £4& o83t HAY F&
A4 8 MSel g JdFS 48 ST WIb=
Ticketzo]l 71  PMKpE  o]83l9  8021x
EAP-TLSIS#4 glo] ul2 4-Way Handshake
£ Fegho2H MSe WTPAeld FC“"L Al 7
PTKpE =% & # Utk PTKpEZE $ MS$
WTPAel9] HolE] AFHE F ACt WTP,9]
NGE o]&3td o d=ex o AREE EAS A
Agtt Qe} Zo] HAS o] 83t 149 d=ox
€ AYste 7ked B " A F Gl ¥
el Al BjAlo] =&5 o] #F gAY AdE FHc]
HAE ThsAdel Adnk 2y AljE WAYEe] 7R
I e 71RAY BA4s T EE g A RS
AL AL HAUZAA st Fe= LA A1Z
itk ARt HAUEC] 7L e 718 SA4S
=7 2tk

ACZF @A MS7F A&8l e WTPS NGEEE
o] g3led AyAde EJFIES WTPSF MSARe|9] o]

}11



100 149 80211 HE=EL X E A dst= CAPWAP op7[EIAE 0|83 EZ 7|9k Q% wAYUS

B A% Ao st dHolE Zydoz AfH
olwj dHloje] Z#Je WAl HE&E Ue WIPS
MSAkele] Al 712 Bawar Q17 w&ol] 32427}
EAS e 7120 std ez A UiFe U8l
=2 2 F gtk =3 MU 2WSE AR o
Target WIPZ Afshe B 2§ ACS WTP
Atolell At FfE HA7IE tss} ol Q7] o
Foll g 1A wAIRA] B3 32} F1te 2R
ot sE s A UlF ygo]l =& 2 4 ¢l
A R Yol =& F 4 §l7] Wi FAA
7123 "2 WE glo] WIPE AJHEE F4td

=
o

WTPE EAS AG e § o|5 Abdd| &
A7NE ol&dld Hzs st PTKEES
4-Way Handshake¥} o] E]3it},

ol EjAlE A vk& WTP7| EAlS B33 3l
% 3 g 2FH S e MSY MACFAE o]
83l sg gAL A4S MS9 4-Way Handsh
akeZ A|E38}7] 98] 4-Way Handshaked] A W
A HAAE MSE A58 Aoltty. 4-Way Handsh
ake] 3 HA HAAE AL MS7} slE HAIA
£ A5 WIPS ojn] A 718 =&sto] 49
MElAE At o s MSe 802110l
HAEo] e AAY 4-Way HandshakeZS #A&
st A2 A 718 =& & Zolt} ol 4-
Way Handshake® 53] =&He A4 719 4%
MSe} WTPALelo X AME T2 WE dAste] A
38t7] W&ol B WFY £4 F PMKIF §AHA|
gkotthA Bl AFEo 2 Q18] 4-Way Handshak
e7b tA A= Key FreshnessS A3 A
ARz AX 7158 =ESY 8021154 AMfulx
£ A& AN & oen oju Askes 4-Way
Handshake?g2 #4 fl= 7 AMHIAE AT
skl A3 ZA7F gl AYATHS 7T

AAZ AFHQA [0211FHH TFAMT AA

A

& 2 oo %

. @,

o

719] Lifetimeo] £&55HAS 7
o FAW AH| 27} o] RolX 1
-Way Handshake#}d< &3 A2 AA 7] =&
ZAS APt HA AT g E
Lifetimes ]88t A AdE &4
F Utk AHE AL B8 HAS

s

e, Lifetime®]
238 gAY A FEIA &L HALE 155}

o &

A AL Hr)git) o)X B = A Agksta
AE BAIIY AF WAYUZES MS WTPAR] 9
tole A4 g F gHAle] dedthe 4 A%
Al 80211 FHH HFEoAA HASIE U= 4-Way
Handshake®] &4 2 €A WH<9 Lifetimed=
< o] &3ty ZTAAZEY EZY AAE FHE o

@ % 9k

V. H|mEA

e 43S B3 B =70l Agsa
CAPWAP ol7[Elx oA EA& =
i3l AR} 57 e 7]Ed A
HF 7P dEZEA NGE °

=l A ARt Sle AR A A
< Bl stk 45 Hla 48

Waypoint ModelS 7]4ke.2
(Application)S  ©]-&3lH BlwEAMS MSS =29
oA HASE YEYZ Halo] 2HE B39
ACS AS7} AEste Q1F T AAAY gt |
AR Aol 2 AA dlole ZH < Alo]2E

Kissd

719l EAAF oF 6us(microsecond)d] =3 2 A
o] £28F 3, AWA FHYEY A Aol A FA

WA= wA A AEAgo] 3 A A &

pul

o vl BAS APekA etk vlw

= CAPWAP op7|dAdx WTPel 333t
PKDWA17} 2 =504 Algkshs wa)e] e}
N =R HEAE Fol7] A3 HY §oI2 AP
2 E9ste] Agan.

B =RA Aetstal = ElA7Eke] Q1E7H )
NGE ©¢]83 PKDY4S SEl

Waypoint Model& 7|¥to 2 &= o]ZgAo)ldS
AZste] 7Pde] AlEH ol B34S FEIIAT 78



e PRt 52 it

& (2009. 12) 101

2Byvte 2Byte SByte EByvte SByte

Q~23424
Byte

2Byte EByte 2Byte AByte

MAC Header

[22! 7] MAC Frame format

el A3 AL [ 2]9 Zo] AASIHT IEEE
80211 T4 vEHZNA A 7F dlolHE AEE
Qe (28 713 #o] MAC ZHYS TAghH

MAC ieﬂu% AT A BRoR TR 3 5 g
th [2" 74 EHele AP Zo] MAC 3Y
(Header) ¢} FCS+= 3 1A®E RES=EZ =
IByted 1A/E FIE ARgstar = duid

(Frame body)f&-& HA2EE dolge =)o w
2 0 7 23424bytettE 7PEA SR FEO A
MAC Z#H Y& FAg

AEF IR i HARE HAEE ) [
g 713 2ol MAC ZH Qe FEHES 36byte
AR 1 99 Ty duit e |
wiel vle] AAbE PMKE 256bit®
328bit® AAst AP 1Y f&v}.

(X 2] AlE8o1M & 7|2 4%
AP 10078 (10 * 10)
MSAE 1A

NGEA 2

Mobility Model

Thop A FH EE AP
Random Waypoint Model

Roaming 314 1003]

PMK Size 256bit

Ticket Size .

(MS +PMK +Lifetime) J28bit (64 + 256 + 8
Frame Size 36byte(Common) +

Frame body(7})

[A3 1] Target AP NG 7571 3 & A
e 2E AP 439X PKD W23 A2
9] QIF #WAA Ag ¥l

[48 1] Target APY 3 & 7
APES NGE AA 3 & [% 29 49
2 MS7} 100 ﬂA 2HS A Eshe S BAlst
JSHAIA Y HEINFE vuse Aot P

on =
lo
td

tlo
)

fe ez o

5

]

700 A

£00 "-/
A 500 ./l/
|
oy 40 e Tickst MSG
Al 3 —8-PKD MSG
Al

200

100 g — -

0 =

10 20 30 40 50 GO 70 60 90 100

Roaming 3l =

(D8 8] (e 1]9f Znt

wale] A ASOlA A Q1FH AFE APElA A
Fate WAAANEE ASEE(From AS  to
APs) B = Oﬂf‘i AFsta Y= Elfit'“‘Oﬂ/‘ii

ACAlA MSE HEdh= d5dd gAHAA A
7HT3}%11:]'(Fr0m AC to MS).
(H2E 119 A& dae [0 89 2t

B ERolA Agksha gl aaﬂ bl QlzupAle 2
o] WAy & wnjrt shite] AFHAIA RS g
At B Jiﬂ“‘«l A% NGE o] 43}
u)g] AAE PMKE Aoz Wdlsla o2 sh)e
HolH Z Yoz MSE Agsy] ujite] w3 21

Al vhtk AR HAAE @ W AgEc
#4 NGE ©]83 PKDEA 9 3

}\g ?—_-_]' uﬁul_q_ /H o]ZQ Z%EE 7_]' 7-}-/] %01]7'” 7H

Wow Hastozx us 2% A v} Target

AP9] NGOl &&H APY A4ihE A Q1% W)

AAE AEsHA dch

[A38 2] Target APY NG /A7t & F A
e ZE AP %A PKD &3 g2
9 AFEE HFWMAIRY ZH YAto]Z(Frame
Size) vl

(28 2]& Target APY & & A
APES NGZ 274 3 F [ 29 A3

n?L_rg



102 349 80211 F=Q =S A Usl= CAPWAP o|HlXZ o83t el 7|dke] A3 w7 S

30000

35’.‘2‘; ’/‘

20000
15000 /'/ =+—PKD Frame Size

/ —®—Ticket Frame Size
1000

10: 20 30 40 50 60 70 B0 90 100

(23AQ) |4 22 0oL K L34

Roaming 2=

02 100 39 2Er i
A9 A Zygrtel=E
Aol 749 ASellA A QlEH
3t A JASHAAY Z Aol =2E 53
(From AS to APs) %
A2l e ACHA MSE H$3te dF5H4 g
HAIR] S ZH Ao = % Mgt HFrom AC
S).
(A3 2]9 AEdeld dde [28 919 2tk
oA AjFetaL l= BN QIS 2
WA S it} Shuke] QIFHAIAIRES AEEa
a9 71X RoFe AT 2ol el MAC
%% P ZFEoJoF = HE 36Bytes}t 7HH
= = ZyQduiy FEoZ FHEh o
ASHH AEIF 3L EA
4 NGE o]&3to mlg] Axtd
ga}ar O]g— shte] wAR =
W 3] 27 A] vt} AEEE
(N} 2ol *%f’ F Stk

=

rir
4

O
—

s

22

_o'L

f‘l
2,

TN - (KX of iz
E T jo & 0
ﬂllﬂl 1o o
ju 7]

o =

ofN A}

o L

1> Fe

lo

2
MSel| A8}
Zg e Apo]=

X
(o

lré*ﬂ’
;

2 Mg @ o ”r

36Byte + (328bit* Target APS] NGO 5% AP 7<)

)

NGE o]&3 PKDW49] A% 2Ho] 1A & uf
ottt A 1FE BRE 7 7] APSolA EF R
AggozN s 27 Al vitt Target APY NG
o] 2&H AP NFHE A AF I HAAE A
%34 |k olu w3 29 A vit ALHE o]
HZH e Alo]=2= 24 (8)F Zo] 4t& & £ itk

H AP W
@®

(36 Byte +256bit )* Target APl NGOl 2%

€] =
Ak -s} Sl Bl 3

olN
_Y:l‘

s uﬂ*]%]{% Xd%foa MAC 3t ¢}t FCS
B% 23} 32 9= WhE PKD
v} 2] i“c] Al vttt Target APS] NG
Hog A QT #d HAXE
24z 7—.‘94 MAC inﬂ‘””}‘;} R oA
36Byted] SZ Q3 HlolHES NGOl 4
9] gl vlEshe g AE Ob“l ATk
A1 (A3 219 AN & F Uxo] £
oA Agksta e BATINY ¢1F W42 MS
) Al Target AP2] NG9t A#glo] rl
2HE PMKE EZC 2 Wgkete] shute] HA1A]
AEgch 2 PKD e MSe| 2He] &
3}H Target APY NGOl 2&H APY 7ol w
2} ASeA Agshe A Q1F WAIAY Age 2AH

Mt
e,
fo
o
ofy
Fﬂ
e
tlo
jﬂ

r{r (o

jﬂ, oo it {o
fje
2
;
é

Ao 2 P o 1o o

i g ofy ap 1>

H‘JHUnTZ

oz rd M 1o rff
mlo}l_

ot o] 3 NGE o8¢ PKDW2 B4 3 b
oJElo] FEAEE FstA Hol HA UEHI F
3k& 7k ARtk

v.d 8

[EEE 80211b XF9] $Rlo]¥ HI7kA FAd
& gt BopolA AgEI gtk FHTe= IEEE
802.11n ¥ 443tz FAU B FAA
370 WEF7Ie QoS(Quality of Service)E A&
staL At o] QI3 B AMEAIEC] AAIZE HE|
tjo] Aqul~E FAW 848 53 o)8sEx ok
Z2u [EEE 802110 BSFEFES 7 ‘Sd tolE =
EMH% = Zil%s}i YA A= QT |7 Lﬂ

B 3
nigro 2 g7k AZ7H& AbEth A
Ql FAW FEAA ACE FI8te Q1A

N BRes CAPWAP ol718lx]o| A mA|
A= ACY 75 T AA 7] =EHFL APl
oz ACY H3af Ed FaAFTh d=ox
4 = Target AP MSALolol|A AJFA A4tE o]
oF 3= PMKE ACoAX NGE o]&3t wlg] At
gt & old tigt 2#E EAORE I35} sl MSE
93ta MSe 39 EAS AMEste] 1149 =2
ZE QY T 5 k.

rN



e PRt 52 it

& (2009. 12) 103

(1]

(2]

(3]

(4]

i

|

o
rok

IEEE, “Wireless LAN Medium Access Control
(MAC) and Physical Layer (PHY) specifications,”
IEEE Standard 802.11 (Revision of IEEE std
802.11-1999), June 2007.

IEEE, “Medium Access Control (MAC) Security
Enhancements, Amendment 6 to IEEE Standard
for Information technology - Wireless LAN
Medium Access Control (MAC) and Physical
Layer (PHY) specifications,” IEEE Standard
802.11i, July 2004.

IEEE, “IEEE Standards for Local and Metropolitan
Area Networks: Port based Network Access
Control,” IEEE Standard 802.1x-2004(Revision of
IEEE Std 802.1X-2001), June 2001.

IEEE, “IEEE Trial-Use Recommended Practice

[61]

(7]

(8l

9l

Fast BSS Transition,” IEEE Standard 802.11r, July
2008.

B. O’'Hara, P. Calhoun, and J. Kempf, “CAPWAP
Problem Statement,” RFC 3990, Feb. 2005.

T. Clancy, “Secure Handover in Enterprise
WLANS: CAPWAP, HOKEY, and IEEE 802.11r,
IEEE Wireless Communications, vol. 15, issue.
5, pp. 80-85, Oct. 2008.

A. Mishra, M.H. Shin, and W.A. Arbaugh,
“Context caching using neighbor graphs for fast
handoffs in a wireless network,” IEEE INFOCOM
2004, vol. 1, p. 361, Mar. 2004.

CM. Huang and J.W. Li, “An Accelerated IEEE
802.11 Handoff Process Based on the Dynamic
Cluster Chain Method,”
Communications, vol. 30, issue. 6, pp. 1383-1395,
Mar. 2007.

Computer

for Multi-Vendor Access Point Interoperability [10] A. Mishra, M.H. Shin, N.L. Petroni, T.C. Clancy,
via an Inter-Access Point Protocol Across and W.A. Arbaugh, “Proactive key distribution
Distribution Systems Supporting IEEE 802.11 using neighbor graphs,” IEEE Wireless
Operation,” IEEE Standard 802.11f, July 2003. Communications, vol. 11, issue. 1, pp. 26-36, Feb.
[56] IEEE, “Wireless LAN Medium Access Control 2004.
(MAC) and Physical Layer (PHY) specifications:
<EZBRBN>

vt A A (Chang-Seop Park)

1983 AAtgn AT

1983d: gk IBM &5

1990\3: ©]=r Lehigh Univ. ZAMA|2FsE BlA}
1990 ~ @A S hetn HAEFEHEE e
<BAROE> YEYA B U5 ZREF

% ¥ 9 Byung-Duk Woo)

2006 Sl AFE AT Y A}

200613: () EOTECHNICS &%

2008 39 ~ #A : d=ulEa AR AAE HARGA
<TAAFo> JHREF B ESYZ B




