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ABSTRACT

This paper discusses an issue of serious security risks at web log which contains private information, and suggests solutions
to protect them. These days privacy is core information to produce value-added in information society. Its scope and type is
expanded and is more important along with the growth of information society. Web log is a privacy information file enacted
as law in South Korea. Web log is not protected properly in spite of that has private information It just is treated as residual
product of web services. Many malicious people could gain private information in web log. This problem is occurred by no
classified data and improper development of web application. This paper suggests the technical solutions which control data in
development phase and minimizes that the private information stored in web log, and applies in operation environment. It is
very efficient method to protect private information and to observe the law.
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B0 Terminal — bash — BOx24 B0 Terminal — bash — 80x24
simon-ryeoyi-macbook :Logdnalyzer bardmi$ ./log_analyzer_v23.pl simon-ryeoy i-mocbook :iLoghnalyzer bardni® ./log_onalyzer v23.pl —p - samwple_log
26/0ct/2PB0 104 :03:23 192.168.144.3  GET 2688 Joonf irm.php Jumin=77
#  Log Analyzer by Simon Ryeo(bardmidgnail.com) # A31A
26/0ct /2008 164 103138 192.168.144.5  GET z88 deonfirm.php Juminl=7
Usage: ./log_onalyzer_w23.pl [Mode] —f [Log File Name] TAILAEFUMiN2=1AARBAA
Made: 26/0ct /2085 284 103 :31 192.168.144.5  GET 268 ssms_send.php  sender=A
-d: Eliminate unnecessory logs 11953356068 eciever=A1199933333
-a [string]: Search application(regulor expression) 26/0ct /20980 204 :03:33 192.168.144.5  GET 268 Foonfirm.php Jumin=77

-n [string]: Search argunent's nome(regulor expression}

-v [nome]/[string]: Search argument's wolue(regulor expression)
—n [string]: Search request's method

-i [string]: Search reguest's IP

-& [string]: Except a string from results

—f [filenome]: Log file's name

—p: Check privacy information

simon-ryeoyi-nacbook :LogAnalyzer bardmis [

NEI = )

0310-1088800
26/0ct/2083:04:03:34  192.160.144.5  GET 288 /login.php id=test
http://target .conPeonf irm . php?junin="778318-1860808

simon-ryecy i-nacbook :Loghnalyzer bordmig
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# For Korean Social Security Number
JUMIN1=[0-9]{2}[01][0-9][0123][0-9]-[1234][
0-9){6}
JUMIN2=[0-9{2}[01][0-9][0123][0-9]
JUMIN3=[12341[0-9){6}

# For Cellphone Number
PHONE1=01[016789]-(\d{3}\d{4})-\d{4}
PHONE2=01[0167891[0-91{3,4}[0-91{4}
# For Credit Card

# 3. American Express, JCB

# 4: Visa

# 5 Master

# 6. China UnionPay

# 9 Etc

CREDIT1=(3/4I5|619)\d]{15}
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