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ABSTRACT

SCADA(Supervisory Control And Data Acquisition) systems are widely used for control and monitoring of critical
infrastructures including electricity, gas and transportation. Any compromise in the security of SCADA systems could result in
massive chaos and disaster at a national level if a malicious attacker takes the control of the system. Therefore, sound
countermeasures must be provided when the SCADA systems are being developed as well as when they are being operated.
Unlike general information processing system, SCADA systems have different service responses, communication protocols and
network architectures and therefore a different approach should be applied to each SCADA systems that takes into
consideration of each system’s security characteristics and architectures. In addition, legal basis should be established to ensure
the nationwide management of the systems security. This paper examines the vulnerabilites of SCADA systems and proposes
action plans to protect the systems against cyber attacks.
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