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ABSTRACT

As the use of RSA based on chinese remainder theorem(CRT-RSA) is being generalized, the security of CRT-RSA has been
important. Since Bellcore researchers introduced the fault attacks on CRT-RSA, various countermeasures have been proposed. In
1999, Shamir firstly proposed a countermeasure using checking procedure. After Shamir’s countermeasure was introduced,
various countermeasures based on checking procedure have been proposed. However, Shamir’s countermeasure was known to
be vulnerable to the modified operand attack by Joey et al. in 2001, and the checking procedure was known to be vulnerable
to the modified opcode attack by Yen et al. in 2003. Yen et al. proposed a new countermeasure without checking procedure,
but their countermeasure was known to be also vulnerable to the modified operand attack by Yen and Kim in 2007. In this
paper, we point out that pre, but countermeasures were vulnerable to the modified operand attack or the modified opcode attack.
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[E 1] 7|& HEMEQ| oy BAM [E 2] Kim S0]| H|gkst CRT-1 protocol
A Input : message mEZ,
71E W4 ] AR AR - ;
I s 2& %,_7; ) %’—}731, Output : signature S=m?modN
Shamir. (1999) X X 1. Compute
Joye et al. (2001) X X ky=Lm/pl, k= Lm/q]
Aumuller et al. (2003) X X 2. Compute
Yen et al. (2003) X 0 S, =m" ™ modp
Blomer et al. (2003) X X s, = dmodla=D g
Ciet et al. (2005) X X ~ .
Giraud (2005) 0 X where m= ((Sp’modp) +kp . p) modq
Kim et al..modify Ciet 0 X 3. Compute B
(2007) S= CRYTSP, Sq) e m"modNV
Kim et al.:modify Giraud X where m=mA (S modg+ k, . 7)
(2007) 4. Output 5 '
Boscher et al. (2007) X X ’ D
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[&# 3] Kim S0| HM|etst CRT-2 protocol

Input : message m&Z,

Output : signature S=m?mod N

1. Compute
kp =lm/pl, kq = lm/ql
2. Compute
Sp :md,mod(p—l)modp
Sq _ d,mod(q—l)modq
3. Compute
§=CRT(S,,8,) * m"mod N
where,

rﬁ:((S:’modp)-&-kp . p)A((S;’modq)-&-kq . q)
4. Output

m"mod N BEE §= CRT(S,,S,) «m" modV ¢] 4} 2
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Input : message m, dp, dq, €, eq,pfl,qfl,rl,rz

Output : signature S=m?mod N

1. Compute
S :md"modprl, Spr = md”modqr2
2. Compute
T, = (m—S;;_‘)modrl, T, = (11%—5:;‘f)modr2
3. Compute
T=(T, 1), T=T+ (RHT)
where R is a random number
4. Compute
5=(8, « (@B1) g )+(8, « pBT) +p ')+ R
mod NV
where 5, =5, modp, 5, =5, modg
. Compute
c=((5—8 +R)modpd(S— (S, +R))modg) R+1

pr qr

ol

6. Compute
S=(S— R)‘mod N
7. Output S

"tk =3 Step 594 | AAkA} 22} FFo] LA
ALE c=10] Ah @b Step 175 FAAA 3
AL 22 FA0] WAITIE = 10] HERZ Step
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ojEe ZE= e e ged 2,

Step 1. MOV eax, DWORD PTR [(S;’modq) k1. Q)

Step 2. MOV ebx, DWORD PTR [m]
Step 3. AND eax, ebx

Step 4. MOV DWORD PTR [m], eax

9 oalEg] zEd wEwW Step 1914 eaxol
(s modq) +k, « q)°] A3} gko] A Step 26041
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Al tEdo} o FAd FHosA He Holth

T3 Kim %ol Akt 1M m=((S" modp)

Y,
ey
A
2

ol
vl
3

Il

Step 1. MOV eax, DWORD PTR [(S)" modp)+Fk, « pl
Step 2. MOV ebx, DWORD PTR [($" mod g) +k,] + ¢
Step 3. AND eax, ebx

Step 4. MOV DWORD PTR [m], eax
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