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ABSTRACT

This paper proposes a mutual identification and session key exchange scheme in secure vehicular communication based on
the group signature. In VANETS, security requirements such as authentication, conditional privacy, non-repudiation, and
confidentiality are required to satisfy various vehicular applications. However, existing VANET security methods based on the
group signature do not support a mutual identification and session key exchange for data confidentiality. The proposed scheme
allows only one credential to authenticate ephemeral Diffie-Hellman parameters generated every key exchange session. Our
scheme provides a robust key exchange and reduces storage and communication ovethead. The proposed scheme also satisfies
security requirements for various application services in VANETS.
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