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Secure Mutual Authentication Protocol for RFID System
without Online Back-End-Database
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ABSTRACT

RFID is one of useful identification technology in ubiquitous environments which can be a replacement of bar code. RFID
is basically consisted of tag, reader, which is for perception of the tag, and back-end-database for saving the information of
tags. Although the usage of mobile readers in cellular phone or PDA increases, related studies are not enough to be secure
for practical environments. There are many factors for using mobile readers, instead of static readers. In mobile reader
environments, before constructing the secure protocol, we must consider these problems: 1) easy to lose the mobile reader, 2)
hard to keep the connection with back-end-database because of communication obstacle, the limitation of communication range,
and so on. To find the solution against those problems, Han et al. suggest RFID mutual authentication protocol without
back-end-database environment. However Han et al’s protocol is able to be traced tag location by using eavesdropping,
spoofing, and replay attack. Passive tag based on low cost is required lots of communication unsuitably. Hence, we analyze
some vulnerabilities of Han et al.’s protocol and suggest RFID mutual authentication protocol without online back-end-database
in aspect of efficiency and security.
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Reader: (PRNG, R(), L, idg)

Tag: (PERNG, h(), s, idg)
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5. check £ for matching t;
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sets f;=f3@f,
searches L for confirming fs is in L
If so, 7 is a valid tag
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1. Request
........... >
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4. sets ty[h{h{s,idgh),

6. sets f,=h(h(s, idpllt,llr,)
check whether f,=7,
If yes, then R is an authorized and
sets fy—h(his, idp)lrlr,) ® hlidy
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5. computes f, = h(k(s, ipllf))
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