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ABSTRACT

Recently, as IT technologies developed, communication technologies of a various forms that satisfied convenience of user
are being researched. Among various research, unlike traditional forms of communication, M2M communication is getting
attention that without any control or involvement of people to establish communication between devices. However, the M2M
comunication could more easily be exposed to many security problems such as data exposure, data theft, unauthorized change
and delete and privacy. Therefore, in this paper, we derive security requirements and propose the M2M communication
architecture that provide a secure M2M communication environment. Also, we propose a secure mutual authentication and key
establishment protocol between a M2M device or gateway domain and a MZM network domain. The proposed protocol is
secure against replay attack, impersonation attack and protect a user privacy and tracing.

Keywords: M2M Communication, Security Architecture, Mutual Authentication, Key Establishment
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W A7 SK= HPSKIPW)T,)-& AX3c},

<A 6. A s JAIRE AT SkE o}4-8lo
HY2RZ ol 15 O 3 4338 AA A
$gh},

<A 7. Hulelx D A A7) sk, A4
o AxHe puy, 2Eld BYARE T8 dA
ste] ATz ATl ke XSz
(T+1), & BaFo2H SAHo2 Aug v]
7)o Hd 991 o)1 b AR Awgle
gelg},

-&A 8. tiutelx D AW g9} FAUdE AT
SK ARE gel7] s el adE Tl 28 ¢
3 & Ay sk2 aslete] AW solAl A4
g},

A 9. M s AlAT) SEE o)abe] WA
{+2), & B33 7+2 3 #agezy
tiulolz o7t Al B A7) skE AF
EA5S "alsla FAlo SulE 2= Pw
& 7P At ciuola D& gt}

B AL Adshe Z2ETe) QAL 243
7) 19 ehekt B4 29¢ AT, Abeke
£ Hol@ 74 ol s st ol 7]

e
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S8 0 2T VEPIE
Fae),

EY LR

* THAKR B2 (replay attack)

A FAL FAAPL trlela EE Az A
F3he dole & WEYA 7l 2339 $4%
224, o]F AAdM 3R HAAE A3
AEL Evste uhelct Aaksle TEEZIA Y
ESaE 4 MJEJ‘“ AR5 74, A 4]
Hat 19 3] g, E AN ZE AL A Al
A7) pSKk w2 AAF] SKE 453} 5o Asdr)
ol tiulolx DA AAT WG ryel 7]HEEH
JAl A7) Pskst AlAd7) skob AR LR o) A4
vie} & QA AlA1T] Pskel A7) Sk7Y A E R

uEbA A WAA] 94 o) Aladeict 24 A
ek 2822 Ak TR E o)A A4

of #3E WARE g Al AHske Al
Q&S E5g £ glong AL FH de ok
shr,

* 2|& ZZ{(impersonation attack)

NG FAL FAAL A tupol s mx AH
2 Aoy A MNAE SolAY AAINE
Afsle F4elt Aljbele ZREZ A 344
7 AW E JAstY R AT A vjEdle o
g AU o e U] RERR SulE 4] AIAY

PSK= (R)z‘_]modp% *g*é"%} & dvh =% AL

D}H}"]._J}'. oAkt AL Aoyl tiuje]xe] FHAgT
PW= 2= FAdE A7) SKE A
A8k &= glc). o]9) o] TAR|7) tinle| A it AW

S2 YAsitels A2 ® A A7) sk EE
AN SEE AHE 5 geng Asds ¥ v u%
WA S Expalx] EaiA "ok uleld Adkske Z2
EZL 9 340 He As

4% 25 3 7| o

Aershe TR EZ oAM= A oA tiuje]lx D
= 94 *ﬂ*d 7] PSK, A9 2= PW, a=|x
%35}@1 sllgro gl A7 9K

F A7) SKE o]t AH A

Tl B33ty 7} ARle] AXE
AxE HJgozd AGg AsAE
o} ol A Aute] Mu] 59 u]
g 99 2 'S R 9l EukE 94
A7) psr=R =g "% =g modp?t A7
SK= H(PSKIPW|IT)E& AXE o gl7] WFo|c}, ub
2ghA] tiulo)x D & TollA] FAIR 22 AMu] 59
v 7ol gk G 28 7P AL AWE AF
g}, zeja 9 9ol = A 7t AlAdT] SKE o)
g3le] tiulelx Dol A4d wAA {L+2) &
B35 ¥ L+2F A5d¢22H dulelx D7} ARl
o FU% A7) SkE AR AL thule]~ D

A& AZsA et ol tiulelas) ulE viwlel
& e A9 E PWE A2 %la_i Mﬂ 54
g A7) SK= H(PSKIPWT, g sheldd

= Slet met M s ‘%741 9°¥I/‘1 U]B}"lfh 24
SHlE Hags PWE 713l A tirleladd S Q)
3L AL A7) Sk BEE T

+ Z2OJHA] & FHY HS

Adshs TREZAE ZelojuiA REE 93
A 364 tivtolx 59 AHRLE wiE At o
YA A7) PskE tEstste] A4ghe 2 il
o)) oAE At =y A A7 PsrE
tfujolzela] Adshe AEls 2 A3 o Aldvict
AEA AAEER AW selA Adshe oA
oIy T} gy A ¥ A AFA 8735 2 o3 viu}
o]2d i FAAE BEsA el

mebA] Aok ZREZAE oA B 3
HA B3E ATl

V.28 E

tlrfe] A 7be] BAl EA1S ojv)shs M2M BAlS
tule]2e] Al B A 288y chot £
A 71%E0] ARG wet A AAHes FEue
7124 AR B9t weby I S Mre
aglEeh 2 M2M 7148 o) 43 thekgt o8
okt AAVZ glekh, e chekat B4l 71%
sz ALgAte] Aozt 2FHA = M2M B4 @
Ae) BExoz s M2M FA1e $¥sls chora
Bl $]8le] FE3) Frhsta sloh, '
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