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ABSTRACT

As an automatic identification technology, in which electronic tags are attached to items and system auto-identifies
informations of the items using wireless communication technology, use of RFID system is increasing in various fields.
According to that, related security problems are becoming important issue. Up to now, many authentication protocols have been
proposed to solve security problem of RFID system. In this paper, We show that the RFID authentication protocols in [9, 10},
which are compatible with Type C RFID system in ISO 18000-6 Amd1{8), are vulnerable to a spoofing attack. In addition,
we propose improved protocols having small additional cost over the original protocols.
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» PC: Protocol Control

¢ XPC: eXtended Protocol Control

¢ UIl: Unique Item Identification

¢ RN: Random Number

® SecParam: Security Parameter
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AHgsiol @) dEsle AES d3ElEs] IV
(Initial Value)® Key _RNI1 I Key RN2, &%
RN16 | Key_RN2E& AH88le® 43¢t vriA]
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Zog sty ofefet 3t

Input: K, V1, IV2

1. M < IViiiv2

2. C « AES(K, M)

3. Output C and sleep until invoked

4. M < C

5. Goto step 2

A
~

V. oHHY

HI

rr
¥

o] Aol RFID % Z2EZe 44
8 FA digle] [V A Zarge] HHFgs B
o 24 FAF 93] e g3 HEe )&
2823 Aoy} glomg oyjdie 7]E 22K
o W syl o FrkgeR aA ofd dxe
Aol slert she 2le FAlLE AE Aol

4 o

do niy

1. XY 2 (Replay attack)

11 49 712 Z2eEEL ojdd 7|54 ZRE
2o} B4 Ulg F AA7E A T ARES
AREFo2H AFHo] sygsidct. et IV A
o AAE T2 eZdMe e gt 2F A7)
AL 9% [V(initial value)E& 224 gt 11
e ZREFdxe 111 Aol mgtRe] AR
Key RNE AA45d 744 35 12 oj3l 29d
Aah 2 A7 E AR EE 288 ¢ U IV
Ao zgeZoe 447 Key RNIS AR
szl 2oyl Adsle 16-8]lE 9y vjEY
Key_RN2 94] A2AM4-5]7) gkom o]dof 24iwd
3 e A7 AAER gl F 22 AA
7} AAHEE #8-2 Key RN27}F $413] AAEs =
7ol #5372 FEL 200}, o] HES FAUA
o2 e Gaehd AR (A Bl 27%) 9 v
s 5o #olct el TFA AL 9
oz ZREZ A b5} 27109 g
Agzn Qleng MY ZerIds Hdike
AL 9lE FHEE o]Ze] AV} Hu.

24 2 oy

o e W

2. 2% B2 (Man-in-the-middle attack)
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