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ABSTRACT

The user authentication using fingerprint information not only provides the convenience but also high security. However, the
fingerprint information for user authentication can cause serious problems when it has been compromised. It cannot change like
passwords, because the user only has ten fingers on two hands. Recently, there is an increasing research of the fuzzy
fingerprint vault system to protect fingerprint information. The research on the problem of fingerprint alignment using
geometric hashing technique carried out. This paper proposes the hardware architecture fuzzy fingerprint vault system based on
geometric hashing. The proposed architecture consists of software and hardware module. The hardware module has charge of
matching between enrollment hash table and verification hash table. Based on the experimental results, the execution time of
the proposed system with 36 real minutiae is 0.2 second when 100 chaff minutiae, 0.53 second when 400 chaff minutiae.
Keywords: Fingerprint authentication, Fuzzy vault, Geometric hashing, Fuzzy fingerprint vault
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