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ABSTRACT

Many experimental results shows that RSA-CRT algorithm can be broken by fault analysis attacks. We analyzed the
previous fault attacks and their countermeasures on RSA-CRT algorithm and found an weakness of the countermeasure
proposed by Abid and Wang. Based on these analyses, we propose a mew countermeasure which uses both double
exponentiation and fault infective computation method. The proposed method efficiently computes a fault verification
information using double exponentiation. And, it is designed to resist simple power analysis attack and (N-1) attack.
Keywords: RSA, Chinese Remainder Theorem, Fault Analysis Attack, Side Channel Attack, (N-1) Attack
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6. Return &

(a2 2) 2F 3o tiSsk= RSA-CRT ¥12lF




EBRREE TGS

(2010. 4) 37

o] qlcka 7pdct, wheh 2571 e A A
A%, e 10] Sy, (§%)°F AAtst AW 5F &2
3HA) "t

4.2 B 340 iSsks 015 Hs L12F

25 F9 Al dl-$shs (¥ 2)9] dare] )
A 59 X, 7 AR mell e REY pie] o
% dabelx 5o X v &L AR mel Hg 2EY
el g Fg A4bolet. meta] 59 x o] W it
< Z&AH2E AHEsp] 93l olF Y4 (double
exponentiation) W& Aekstwal o},

T, 27 T T4 o199 o EA FHLE

 AY B4 F4o] et orldE e Ay B
(simple power analysis) 543 213 A4 £
(differential power analysis) ¥7°] ot} 9
dae|Foe] g Y A FA dg3r] A=
v 7)o} 1Ak shalate] Q1A wixlshe o] 8
& o8- w0 & multiply-and-square always
ol atomic 7P (12)0] AR 4 9lch. w<
Ay A FAe d-5-317] 18 atomic 7o) 9
& QA FAT} A QAabE FEE 4 AR AlF
Al BEE AMSBIES dle] vy wES] 8
oA}l g 7] ik},
TollAle &5 9 FHel d-&3lr] gt o
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Ztolle rel AASEE sledct. wpebd FHEAHA
§& & W= 2 4el4g o] R RE AR F
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7 Ol$ GaEEY wA 2049 #S Alake] T wj
& Z7hske MY RelAwt 59 x & AN 9§
Agk AR m,E AHERtER e il 4 FF



THRRESARGE (2010, 4) 39

o2 AAEE A dAlke g e AeseE
stadch. ol2| g At 7L F H4-E WHE Hejslke
A3E /e En A4 82 Y 5 9l oriA
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