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ABSTRACT

Now a days, the development of TV and internet like communicational technique makes IPTV service which combines
internet with multimedia contents increase. But when a user gets service in specific place, the certification process and user’s
ID check in IPTV service is complicate so that there occurs communicational difficulty like increasing illegal users and service
delay etc. This paper proposes communication security mechanism to prevent Clone attack which happens in wireless section
by efficiently extracting illegal user. The proposed mechanism performs key distribution procedure, inter certification procedure,
and key initiation procedure by putting security agent in RFID-USB for RFID tags users use to perform plug-and-plug function.
Also, the proposed mechanism updates the hased token value by its ID and the random number which RFID-USB creates
whenever a user accesses in the area of RFID-USB so that it protects reply attack and man-in-the-middle attack which happen
often in the area of wireless section.
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