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ABSTRACT

Conditional Access System (CAS) is a core security mechanism of IPTV SCP (Service and Content Protection) which
enables only authenticated user to be able to watch the broadcasting contents. In the past, it was general that CAS was built
in Set-Top Box (STB) as hardware or as a detachable cable card. However, numerous researches in Downloadable CAS
(DCAS), where users can download CAS code in their STB through their network, have been recently conducted widely due
to the lack of security and scalability problem. In this paper, the security requirements of OpenCable based DCAS which is
typical example of downloadable IPTV SCP will be derived, the novel authentication and key management scheme will be
proposed by using the Authentication Proxy (AP) which is the core DCAS. Also, the benefits of the proposed system will be
evaluated by comparison and analysis with preceding research.
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