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ABSTRACT

The advent of various mobile devices and mobile services has caused divessification of information stored in a mobile device,
e.g., SMS, photos, movies, addresses, e-mails, digital certificates, and so on. Because mobile devices are lost or stolen easily,
user authentication is critical to protect the information stored in mobile devices. However, the current user authentication
methods using Personal Identification Numbers (PINs) and passwords are vulnerable to Shoulder Surfing Attacks (SSAs), which
enables an attacker to obtain user’s information. Although there are already several SSA-resistant authentication methods in the
literature, most of these methods lack of usability. Moreover, they are not suitable for use in mobile devices. In this paper, we
propose a user friendly password input method for mobile devices which is secure against SSA. We also perform uset tests and
compare the security and usability of the proposed method with those of the existing password input methods.
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