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ABSTRACT

A differential fault attack(DFA) is one of the most efficient side channel attacks on block ciphers. Almost all block ciphers,
such as DES, AES, ARIA, SEED and so on., have been analysed by this attack. In the case of the known DFAs on SEED,
the attacker induces permanent faults on a whole left register of round 16. In this paper, we analyse SEED against DFA with
differential characteristics and addition-XOR characteristics of the round function of SEED. The fault assumption of our attack
is that the attacker induces 1-bit faults on a particular register. By using our attack, we can recover last round keys and the

master key with about 2% simple arithmetic operations. It can be simulated on general PC within about a couple of second.
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