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ABSTRACT

Message authentication is an essential security element in vehicular ad-hoc network(VANET). For a secure message
authentication, integrity, availability, privacy preserving skill, and also efficiency in various environment should be provided.
RAISE scheme has been proposed to provide efficient message authentication in the environment crowded with lots of vehicles
and generally considered to be hard to provide efficiency[1]. However, as the number of vehicles communicating in the area
increases, the overhead is also incurred in proportion to the number of vehicles so that it still needs to be reduced, and the
scheme is vulnerable to some attacks. In this paper, to make up for the vulnerabilities in dense vehicular communication
network, we propose a more secure and efficient scheme using a process that RSU(Road Side Unit) transmits the messages of
neighbor vehicles at once with Bloom Filter, and timestamp to protect against replay attack. Moreover, by adding a handover
function to the scheme, we simplify the authentication process as omitting the unnecessary key-exchange process when a
vehicle moves to other area. And we confirm the safety and efficiency of the scheme by simulating the false positive
probability and calculating the traffic.
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