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ABSTRACT

In VANETs (Vehicular Ad hoc NETwork), conditional anonymity must be provided to protect privacy of vehicles while
cnabling authorities to identfy misbehaving vehicles. To this end, previous systems provide a mechanism to revoke the
anonymity of individual messages. In VANET, if we can trace the movement path of vehicles, it can be useful in determining
the Hability of vehicles in car accidents and crime investigations. Although route tracing can be provided using previous
message revocation techniques, they violate privacy of other vehicles. In this paper, we provide a route tracing technique that
protects privacy of vehicles that are not targeted. The proposed method can be employed independently of the authentication
mechanism used and includes a mechanism to prevent authorities from abusing this new function.
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