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ABSTRACT

Recently many mutual authentication protocol for light-weight hash-based for RFID have been proposed. Most of them have
assumed that communications between a backend server and reader are secure, and not considered threats for backend server
and RFID reader impersonation. In the real world, however, attacks against database or reader are more effective rather than
attacks against RFID tag, at least from attacker’s perspective. In this paper, we assume that all communications are not secure
to aftackers except the physical attack, and considering realistic threats for designing a mutual authentication protocol based on
hash function. And It supports a mutual authentication and can protect against the replay attack, impersonation attack, location
tracking attack, and denial of service attack in the related work. We besides provide a secure and efficient RFID mutual
authentication protocol which resists impersonation attacks on alt of the entities and alow a backend server to scarch tag-related
information efficiently. We conclude with analyzing the safety and efficiency among latest works.
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Data Base

Xldg, Idz, Kgz, ps_Idg, Pea,
Xidy, Id=, Ky, Info

. & check
@ search Kz with XIdz from DB & Xldg, Xids. R
i(Kgs, is matched) Exon M ardlriglXefiXes)
Deor (E<5R(m;eﬁ||’TIIVQ”XCTHXCR))

else

else

halt; halt;
@& search Xld; with Xid; from DB

if(XId; is matched)
search Id:, K with Xid; from DB
ifddy isn't matched)
halt;
else
search Xid; from DB
if(XId; isn't matched)
halt;
¢ =Xe;@hild-|ir:)
€2=Xezh{Idglira)
& check ¢, ¢
iflcs==cs & ¢z2¢;)
m=hdd{K-lralir-ficafler)

generate 1y
Xidy=h({id-{Irs)
Xidz =h{dg]|rs}
DATA= Ex (rslicaliXIdljinfo)

else eise
halt; halt;

check UPDCPL @ upbCpL

H{r@rr = =UPDCBL)

updates Xldr , XIdz , Kr=mgz,
else

halt;

check ry

else
halt;

Xidg, Idg, Kse, 5

T Generate rq

#ry == r; from tag)
Xez=cx@h{dzlirR}
Eon(MianllrliraXeriiXery

else
halt;
@ check my,, from ta . - "
s 2 e from tag) @ DATA @ Dy (B lrllcal[Xideffinfo))

----------------- ¥ check 1y, ¢ from Data Base
if{ra= =1z from DATA
& cg==c; from DATA}
forward DATA'
(rrlicrlIXIds fimagn

I Emw, (reffferXTdfimaigae) Eraighe
r=UPDCPL @ 1y,

if {rr==r; from UPDCPL)
update XIdz=XId';
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Tag

Xidy, Idy, <, Ky

@ Query, ¢ 1y
3> check ¢z

if {ca < &)
halt

else if {e3 2 o)
generate 1y and
m=h{ld-IKffrafrrlcelic:
Xer=c:®h{dqir)

@ Xidy, Mg, Ty, o, Xop

© DA oo Ery ol Xl
che?f( F5, €, Migig: from DATA
fer==rr from DATA
& ¢;==¢; from DATA
& Mygigge==Maig; from DATAY)
update Ky=mzy, from DATA'
update Xid,=XId; from DATA'
update ¢;=¢y
& UPDCPL else hait
Generate UPDCPL=r;®rr
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Data Base Reader * ker : Tag imp
Xidz, Idp, Kep, Ps_idyg, P
Xidy 1dr &Rin?; e Xidds, Td, Ko €1 M ldresKs
{1 Generate r, 2 Query, < 1y ® check e
i feg < ¢}
halt
else if (cz 2 ¢)
generate ¢ and
ro=h{Id{Kellrall_refleqll e}
@ Xy, My o o XOr Xor= e @h{ldylrs)
I o ;?ed( ta o 1 o ]
. N & 7 Xldy, if{rg == 1z from tag)
@ T;Zch‘:;a:ﬁg; ci<)1dR from DB sl XX o eaBhid
D Bl Xeea) et el XelXed
hait halt;
& search Xld, with XId, from DB
if(X1dy is matched)
search Idy, K; with Xid; from DB
ifdd; isn't matched}
halt;
else
search Xid: from DB
HXidy sn't matched)
halt;
G=Xe:@®h{ldsl] o)
€a=Xcx®h{dzllr)
B check ¢, ¢
iflcp==cq & Cg2¢5)
m=h{d:||Kslirallrlicalico
else
halt,
(22 6) eia o 24 g5 oty
© & @ © @ YegrE <dF Arg A AEE Wdle Az dddict
e Mue fustEl dAxNE 253 F A O~ : HYRiE AF ARE AT
cr, Cr, MLett A% HAE A YT} Idr9} Ky wole Aw e XIdps 0]-83t Keps A4
€ 2E2F ¥ 29E o meend AT ok AAQ g A AR K
F gon® g Aus) 92908 Y 1 ek AR hSEE Xided 4X Fa)
F oleh. o]d A, WA AuE EAL 8 W s AE 29 JEZAAE Sdy & ol
gt o (2 Auveledide 3471 Xidedt Kar
g ol R g GAE S8
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HEF 4 Qo s, B Ade e TAA) Aol el Az S35 FF 5 gk An
Xldet Kpp 44 ¢ 3lcks sbggezs 929 b iz A _XIdR»M TAE TR Xlde
Aurh g es wels Amz Adeeke dy o ugygst al=g 18 Agae (R TR

AL 98 5 | SaAl _XIds@te 2 AR it w1243t 59
CRA O~ ¢ BARE A dxY A, R T $08 s S oh AE E18)

_Cr, RS A} & 4 gle}) olgf FAlo] Ml M¥E g F7HA
« A Q~@ ¢ 2t Y ERE ek AR 713, 1dpe A9 2 259 XIdr? Kprd 78
Z ol&slo] QIFAR myp, Xerd: AT, "hﬂ":} A2E XIdge 7 Bl 1dpd W= A4
XIdr, rr, _rest @7 gjeielA A}, oA AAE rp?) dl4 datel o8] A=, Kerd
« A ©~0 ¢ FARE YRR SA AR 712 Kprell $lolld AT A28 muene® 4] <
9 2Ale) gt ARE 23s] P48 o2 Abell 93] A€t ARt Bt 5 HulolEE ¢
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Data Base *A

: Reader img i Tag

Xidg, Idg, Kep. ps_Idg, Peg,
Xidy, Idy, K. info

@ search Kgg with Xidg from DB & Xldg, Xidy, ¢

Ko i nfatched) h B (McanllelreliXeqll_Xcy) if(ra
‘ Dy Egamaetlrsll_raliXerll Xea))
se

halt; else

-

#{XId; is matched)
search Id;, ¥; with Xid; from DB
if@dy isn't matched)

halt;

else
search XId; from DB
H(XIdy isn't matched)

halt;
er=Xer®h{ldylry)

Cp=Xep@h({dd e}

& check ¢;, ¢
flcg==0q & 20y}

Mg tdnKann

@ Generate _ry

& check ry

ty from tag)

Xeg=_ cr@h{idrl{_re)
Exan{Mienlirsil_rallXerl_Xeq)

® search Xidy with Xidg from DB halt;

Xidy, Idy, <, Ky

2 Query, &5, _K
@ Query. G 1 @ check ¢y

H{er <)

hait

else if (cx 2 &)
genherate ry and
m=hﬂdr|L‘gg.{i&f‘;¥|LCR“Cﬂ
Xer=¢ @I i

@ Xldy, My, 1t Xr T

Readers
m=h{d: K lirelirdicalier)
else
haly, Xldy, Idz, ¢
@ renew C=Czt+l
For each reader, renewal data @ DATA 2D
except 1d & Dy
degzh(ldzu_r 3 (E%R(XidRI|K5R§]PCRISCBHdetect_reader_aﬁack))
Kﬁ:h(KgRIImR; 3 Check XIdg from DATA, ¢;
DATA= XIdg JEx,, (XIds/|Kss| ffiXIda;z Xid, ;r:;w DATA
Pegllcslidetect_reader_attack) p ==
update cz=cz
$ UPDCPL update Kgg=Kae from DATA
@ Xidz=UPDCPL ® c3 UPDCPL=Xid; @ <&
check Xidy update XIds=h{Xids || ¢z)
#Xide == Xid, from UPDCPL) eise
update Xldg=hXIdg}ice) hatt;
else
halt;

(28 7) 2o $i& 3% Ex

3 AZEle DATA® wAx &S 93 Apdbx
Xidrst $t581s H222 TR}

« A Q-G : ALY A} XIdp3 3 A
2 AAAE B33 AP 5L HAR 4]
XIdr# Pcr@kel #H19 XIdr % cr@t® 54
¢ ASc}. AEE Aot gt Kppd 7Y
Alge}, UPDCPL HAAE AAE7) A8 cp
= cg + 13 XIdr@#& XOR 4} o] Fq,
DATA A$A =25 Xidgate M=o 7
A}, wixjo 2 A" UPDCPLE Wdlc
AR Hdgh
DA @ : 2v]e gudlEE el WA,
Hole Awl= A4" UPDCPL 73418 71-¢
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< 24% 53 A8 5 vk "R Aol o] 4
g Xldg, Xldre ¢33lse] d4snz 8§53 ¢
sk siAlE, B v ecdMes 347 XIdeH
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Dy, By seflrelirliXerdce)
else

halt;
& search Xid, with Xidy from DB
if(XIdy is matched)
search Idy, Ky with XId; from DH
if(ld; isn't matched)
halt
else
search Xld; from DB

halt;

if(&(}:‘lf isn't matched} 3 DATA @D . (Exﬁg(fxiLCJLXMR”-mfo))

-XM " check ta, ¢y from Data Base
Gy Xer@h{idirs) (= =1y from DATA
_er=Xex®h(dglirg) & cz==¢; from DATA}
gilr;era;% dre" forward DATA
Xidr=h{id]irs} Xidy
R else Eraigea TelicrliXidrlimnignd
DATA=Ey (ral_calfXid|[info) halt;

I quw(rrHLCrIXIdem 1o
(38 8) WS At T B

s A @~Q ¢ FARRE ApAle] A W
AElel A dlolelE Wzsti o) & irldA

Ay} o] #A A 1dg, 1dr. Ko 228
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o
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e

Readér

Xidg, da, Ksa, ¢

I Generate 1y

B check ry

5 s
@) search Kgp with Xidy from DB © ’éld“('"f“ﬁl'r lrdiXediXes if(rs == ry from tag)
if(Ksz is matched) Kgr! LeRMUTIVRUDTTHTR %y =ca@h(ids|jra)

g imeendirelireiiXerfiXer)
else

Ker®

2zeql

& Query, ty, 7y

@& Xidy, My Ty Tr X

@ DATA

$X md

| AAIEA ghe.

Tag
Xid; Idy, o Ky

3 check ¢
if {eg < &)
halt
else if igg 2 )
generate rr and
m =K lrlimleadien
Xer=cr@h(ldlis}

2] DmR mkemkm SedieafXideimngd)
chedk 1, G, Mg from DATA
f(re= =1y from DATA'
& cr==¢; from DATA
& Mg ==Mag from DATA)
update Kr=Magr from DATA
update Xld,=Xid; from DATA'
update ¢;=0g
else hait
Generate UPDCPL=rBry
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Data Base

Xidg, Idg, Kg, ps_Idg, Pcg,
Xidy, Idy, K, info

@ search Xidg from DB

@ requesti{Xidy

Reader

XIdg, Idg, Ker, <2

if(XIdy not matched)
halt,
@ generate

@rg and request PW

@ compute sk=h(rgllps_Idg}

& Equlldelics)

® sk = hirgllps.Ids)

@ DyExlidgrlica)
® search Pcg with Id; from DB
if(Pcg match witheg ){
generate rz and XId'z=h(ldgirs)

@E,(XId 3 [K'saficall

resynchronized)
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