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ABSTRACT

Since the RSA cryptosystem based on Chinese Remainder Theorem is vulnerable to many fault insertion attacks, some
countermeasures against them were proposed. Recently, Kim et al. or Ha et al. respectively proposed each countermeasure -
scheme based on fault propagation method. Unfortunately, Hur et al. insist that these countermeasures are vulnerable to their
opcode modification fault attack In this paper, we show that the proposed attack can not apply to almost CRT-RSA
countermeasures which use multi-precision operations in long bit computation. Therefore, the countermeasure against fault
attack proposed by Kim et al. or Ha et al. are stll secure.
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RSA 3 Azdlolides F & 45 po} o5 AY
tel &4 4 n=p « ¢& T3}, ged(g(n), e) =1°] 5

I 5 AHE T e« d=1 mod ¢(n)L WES
u7] 42 73} RSA €& A|AHAE o
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3 CRT 7|4+ #4384 =9 CRT-RSA 34 9
e olelsh o] Ae)Ec,

d d
— P = q
s, =m?* mod p, s, =m” mod g

SZCRI(SP,Sq)
@, d,=dmod (p—1)°]Z d, =d mod (g—1)°]t}.

Garner W€ A4 CRT 2% (recombi-
nation) ®AE &3} 7t}

§= CRT(SP, sq)
=s,+q- ((sﬁ—sq) * 1, mod p)

2, 9714 i, =¢ ! mod po]Tt.
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m= (SZ mod g+k, q) (1)

Input : A message meZ,
Output : Sig:=m®modn

1. Compute both

b= 2] amak=| L]

2. Compute m* modn via a CRT speedup as
sp—md’mod(p 2 modp
Sq *rﬁd"md(q mod ¢

where m= ((s;' mod p) + k, o p) mod ¢
3. Compute the required signature as
5= CRT(s) s,) * m"mod n
where m=mA (sZr mod g+k, * q)
4. Output s
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Step 1. MOVE eax DWORD PTR (s;" mod g+ k,q)
Step 2. MOVE ebx DWORD PTR m

Step 3. AND  eax, ebx

Step 4. MOVE DWORD PTR m, eax

47| eax, ebx W4 AXAEEA o
qutol & z7)E sixlch 9] ol de] Rz wpEw
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B for(i=0 i<k ; ¢++)

//C ol A=

gHdo] Fa oAl Ee]o]

mov eax.dword ptr (ebp-28h]

004010CB
004010CE

ptr (ebp+ea

004010DD  jmp main+0A3h (004010b3)

004010AA mov dword ptr [ebp-28h),0 /g 008 34
004010B!1  jmp main+0ACh (004010bc) // 004010bc 2 ol %

004010B3  mov eax.dword ptr (ebp-28h) // 92 i3k eax B °1F
004010B6 add eax,1 //i=i+1

004010B9  mov dword ptr (ebp-28h) eax // 278 g olF

004010BC  cmp dword ptr [ebp-28h),20h // 0x20(AR4 32)3} vl
004010C0  jge main+0CFh (0040104 // 004010df(for 7% ¥HHAZ o] %
"

L] mlil=mli] A Templi]: /] C-9de] Az

] }

004010C2  mov ecx,dword ptr {ebp-28h] //ebp-28hel= igke] A g mli)
004010C5 //edx HAAEE 022 2713}

//ebp-28hel+ izte]l AAE & templi)
//ecx HAA2EHE 022 2718

//004010b3(for -8 #-&)% o %
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