HRAEBRERH
$20% #5%, 2010. 10

s TR A B s A%
2 Z2AE A9 V1€

Zetgtdas A8e 0y Adxg dd
YRS MAN7 | ARSI, *HRUED FoES D

Security-Enhanced Local Process Execution Scheme
in Cloud Computing Environments*

Taehyoung Kim,” Inhyuk Kim," Junghan Kim,' Changwoo Min,?
Jee-hong Kim.? Young Ik Eom'
'Department of Electrical and Computer Engineering, Sungkyunkwan University,
“Department of Mobile Systems Engineering, Sungkyunkwan University

2 o

7)E FEhtE B E ol ERAeld e Salle] 9AA FEhbn AnjelA o) Fox|u, St e} Eei Al A}
sk 2o dlnel, CPU % AR A A 444 Febsm Aol Eagc}, mebd 9244 Azt el 4y
of k2E e, A DA AdEE BE o EHeld o] Bk Ajel 28 4% L 5 ek 53 A
o ZEHe A ]l o Bal 3o QlEe] wjAY A Rd@ B o]Fo] o&oh 28tz 7iel 2 7]
4 B FeH= Auag Relsted ofd &S A vt ¥ wEellAE V& R 7&%‘%‘ @739 Ay
& TEALE AT 4 %—; 2 meAs Y 16 AUt o B, /1% doleE Fehgm At ol
22 F 5 s Hol, guhts Aulolx A shed mab sl oz 71 dlolelE REd 5 gl "t &
Bek dolelg AREshE ofEelAlo|dd A4 2 mRA~ e 7]ES o3t IAA Mzt obd 29 A5

B AR ARESte] AR P RS AR o] met et ZaAavt AHgdle AEe] B oR 22 &
Astg 147 Auie] Hepyd BAE H4E 4 olch

ABSTRACT

In the current cloud environments, the applications are executed on the remote cloud server, and they also utilize computing
resources of the remote cloud server such as physical memory and CPU. Therefore, if remote server is exposed to security threat,
every applications in remote server can be victim by several security-attacks. Especially, despite many advantages, both individuals
and businesses often have trouble to start the cloud services according to the malicious administrator of the cloud server. We
propose a security-enhanced local process executing scheme resolving valnerability of current cloud computing environments. Since
secret data is stored in the local, we can protect secret data from security threats of the cloud server. By wutilizing computing
resource of local computer instead of remote server, high-secure processes can be set free from vulnerability of remote server.
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