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ABSTRACT

With the emergence of increasingly complex networks and diverse user terminals, demand for the next generation IPTV
service is rapidly growing. It enables any content to seamlessly be reused on the diverse terminals as well as be broadcasted
in real-time through the complex networks. In this paper, a novel security framework is proposed for the real-time and reusable
IPTV services. The proposed framework is advantageous over the conventional content protection techniques in easily
producing the scalable content with lightweight, perceptual, transcodable, and adjustable security features. It does not only
ensure end-to-end security over the entire service range based on a single security mechanism, but also can control a level of
security while dynamically transcoding the original content. This approach basically performs selective encryption during and
after the compression using scalable video coding. The suitability of the proposed approach is demonstrated through
experiments with a practical service scenario. Therefore, it is expected that security technology alone could practically
contribute to creating new business opportunities for IPTV services.

Keywords: Content protection, IPTV security, SVC encryption

|. Introduction The television entertainment industry is currently
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experiencing a major transformation as broadband
subscribers and improvements in compression
techniques for digital video content continue to
grow. This growth is accelerating the demand for a
new generation of technology that allows any
content to be watched on any device, anytime and
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anywhere. That is, the content is not only
broadcasted in real-time through complex networks,
but also is seamlessly reused on diverse devices.

This next generation IPTV service explores key
challenges associated with successfully managing
the technical operation of increasingly complex
networks and diverse user terminals. The complex
networks have led to growing interest in the
development of a video codec that can dynamically
adapt to the network architecture and temporal
variations in network conditions such as bandwidth
and error probability. Furthermore, the diverse
devices such as smartphones, handheld personal
digital assistants and desktop workstations, each of
which has different display resolutions and
processing capabilities, may all have access to the
same digital media content.

In this paper. a novel security framework is
proposed that allows any content to seamlessly be
reused as well as be broadcasted in real-time on
diverse terminals through complex networks.
Notably, the proposed framework is advantageous
over the conventional content protection techniques
in that it can easily produce the scalable content
with lightweight, perceptual, transcodable, and
adjustable security features. Moreover, it ensures
end-to-end security over the entire service range
based on a single security mechanism. The
suitability of the framework is demonstrated through
experiments with a practical service scenario.
Therefore, it is expected that security itself could
practically contribute to creating new business
models for IPTV services.

This paper is organized as follows. Related work
is discussed in Section II. The scalable IPTV service
is defined and its security requirements are derived
in Section III. Then, the security framework for
satisfying the requirements is presented in Section
IV. In Section V, a service model is assumed and
then experiments are performed under the model.
The study concludes in Section VI with a summary
and plans for future research.

ll. Related Work

The recent progress in video coding research is
enabling the development of scalable video coding,
which allows for almost arbitrary combinations of
bitstream layers in temporal, spatial and quality
dimensions. Scalable coding is to encode the video
once and then lower qualities, spatial resolutions,
and temporal resolutions could be obtained by
simply truncating certain layers or bits from the
original stream. SVC (Scalable Video Coding) is a
highly attractive solution among several scalable
coding schemes since it offers a variety of valuable
functionalities. It has been standardized as a scalable
video coding extension of the H.264/AVC standard
by the Joint Video Team of the ITU-T VCEG and
the ISO/IEC MPEG (1), (2). Thus, the scalable video
coding is expected to easily produce scalable content
for the next generation IPTV service.

However, security remains top challenge.
Conventionally, two security techniques such as
CAS (Conditional Access System) and DRM (Digital
Rights Management) have been used for content
protection. CAS is a technique for allowing only a
subscriber who is authorized to receive broadcast
contents, to descramble the signals scrambled by a
digital broadcast transmitter and thus to view a
relevant program. Further, DRM technique is for
technically protecting digital content under
copyright: it is implemented such that, when a user
desires to use distributed digital content which are
under copyright, the digital content can be used only
after obtaining license giving authorization to use
the content. For interoperability between CAS and
DRM technologies, an architecture which can
securely convert the broadcasted content into the
digital content under copyright is now being
standardized [3].

However, the architecture for converting the CAS
content into the DRM content requires that the
content protected by CAS should be decrypted. This
makes it difficult to ensure the end-toend security
of the content over the entire service range.
Moreover, conventional techniques usually encrypt
the entire content. This approach seems inadequate
in situations where only few resources are available
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(real-time networking, high-definition delivery, low
memory, low power). Therefore, many functionalities
of the encoding scheme may be disabled. Like this,
conventional techniques for content protection have
many limitations, especially in meeting new security
requirements for the next generation IPTV services
[4). Some recent works explores a way of selective
encryption by applying encryption to a subset of a
bitstream [(5}-(7).

Il. Security Requirements for Next
Generation IPTV Services

This section defines the next generation IPTV
gervice and then derives the security requirements
to successfully deploy this service.

The next generation service is defined as a new
paradigm service with 4A (Any-content,
Any-device, Anytime, Anywhere) characteristic to
the convergence of telecommunication and
broadcasting. It seamlessly provides both the
real-time broadcasting and reusable content services
on diverse terminals through complex networks, as
shown in (Fig. 1J. This can be efficiently achieved
with the scalable video coding technology and has
the following two aspects distinguished
from the conventional IPTV service.

First, broadband distribution is adaptively
serviced in real-time according to bandwidth
variation of delivery networks and condition
of user's terminals. That is, the same content
can be dynamically transcoded by a combina-
tion of spatial, temporal and quality scalability.
Variation in delivery networks also leads to
different tradeoffs in terms of coding efficiency
and error robustness, e.g. between wired and
wireless networks. This media adaptation of
the scalable content has an advantage of the
lower server storage capacities since it is not
necessary to store multiple versions of the
same content. It also contributes to the simple
management of the content, Consequently, this
feature will surely provide practical benefits to
service providers as well ag consumers,

Service Provider

Scaiabie Content

Tianseoder

T REAL-TIMESERVICE | REUSESERVICE

[Fig. 1) The next generation IPTV service.

Second, a customer can directly reuse or
redistribute the content even after content has been
delivered to the customers home in real-time or
on-demand. From a customer’s point of view, this
will become a highly attractive service since the
customer can reuse content on any devices, anytime
and anywhere only if the customer is legally
authorized. Reusable content can be easily produced
by storing content in a PVR (Private Video
Recorder) or a set-top box and then simply by
truncating a part of the content to be suitable for a
device. It thus can be redistributed to other devices
through various Internet channels such as P2P file
sharing, websites, messenger services.

Therefore, for successfully providing this scalable
service, it is important that the following security
requirements should be met in preference.

3.1 Lightweight Security

Smartphones and other mobile terminals are more
widely used for multimedia service while still
requiring access control and copyright protection.
Thelr moderate resolution and computational power
impose to make an effort in reducing the encryption
computational complexity. In particular, real-time
broadcasting services over network and public
channels need to rely on access control systems to
protect their content. Standard cryptographic
techniques can guarantee high level of security, but
lead to the cost of expensive implementation and
important transmission delays. Therefore, it is
necessary to perform lightweight encryption that can
provide sufficient security with an important gain
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in computational complexity and delays.

3.2 Perceptual Security

In traditional content protection schemes, the
compressed bitstream is entirely encrypted using a
standard cipher. It alters the whole bitstream syntax
which may disable some codec functionalities.
However, in some real-time content, it could be
desirable to encourage users to buy the content. For
this purpose, only a soft visual degradation is
achieved, so that anyone would still understand the
content but prefer to pay to access the full-quality
unencrypted content. Thus, an encrypted bitstream
should be compliant with the encoder; any standard
decoder should be able to decode the encrypted
bitstream without decryption. This can be achieved
by partially encrypting specific parameters within an
encoding process. Consequently, perceptual security
is highly attractive, especially to service providers
since it can suggest them with new business
models.

3.3 Transcodable Security

After IPTV content is delivered to the customers
home in real-time or on~demand, the need for
reusing the content on various devices increases
more and more. This can be simply achieved by
storing the content in a PVR (Private Video
Recorder) or a set-top box and then securely
transcoding the content according to the different
capabilities of end-user's devices. However, the
conventional techniques such as CAS and DRM
cannot sufficiently solve this problem since the
content protected by the CAS should be decrypted
to be converted into the DRM content for reuse.
Therefore, it is necessary that reusable content
should be securely created while being stored in the
PVR and then being transcoded according to the
conditions of various devices without decryption.

3.4 Adjustable Security

Reusable content can be easily redistributed to
other devices through various Tnternet channels such
as P2P file sharing, websites, messenger services. If
the content, is obtained by an illegal user, it can
cause serious problems. Hence, the encryption
strength of the contents needs to be higher than that
of encryption applied to real-time broadcasting. In
this case, the decryption of encrypted content should
not be performed during the process for converting
the real-time broadcasting content into the reusable
content.

3.5 End-to-end Security

End-to-end security should be ensured over the
entire range to which the IPTV service is provided.
For this, a single security mechanism needs to be
applied to IPTV content for integrating the real-time
and reusable content services. Such mechanism
should also include key management concerning
tradeoff between complexity and efficiency for
multiple keys.

IV. Proposed Framework

In this section, the proposed security framework
is briefly reviewed and then its three main
components are described in detail: parameter-based
encryptor, NAL~based encryptor and security
message generator.

The proposed framework is schematically shown
in (Fig. 2). First, the input media content is encoded
while being selectively encrypted in the service
provider side. For the encryption of specific
parameters, the encoding parameters (e.g.. intra/inter
residue signs, and a motion vector difference value)
obtained during the SVC encoding process, are
selectively encrypted on a per-layer basis. Then, the
security message including encryption information is
embedded into the encoded content, resulting in
scalable secure content. This scalable secure content
is broadcasted to the first device group in a form of
bitstream. The security message can be identified to
allow the media content to be used by the first
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(Fig. 2) The proposed security framework.

device group.

The first device can watch a real-time broadcast
if it is authorized. Further, if the received content is
attempted to be reused in another device, the
content is first transferred to the secure transcoder
while keeping encrypted. Such transcoder is located
within a home, and may be operated together with a
PVR or a set-top box. In the tranceder, reusable
content is created by additionally performing
NALbased encryption. Here, security messages are
newly generated or modified by using the existing
security messages which have already been
generated in the service provider. Then. the reusable
secure content can be redistributed by means of
various Internet channels such as Peer-to-Peer
(P2P) networks or web hard drives, and be easily
used by the second device.

Clearly, this reusable content is verv secure since
the second device should have an NAL-based
decryption key as well as a parameter-based
decryption key to be normally decrypted. Therefore,
its security strength is usually higher than that of
the content encrypted based on parameters.

4.1 Parameter-based Encryptor

The aim of parameter-based encryption is to
reduce the amount of data to encrypt while
preserving a sufficient level of security without
altering the whole bitstream syntax. This computing
savings Is very desirable especially in constrained
communications such as real~time networking and
mobile communications with limited computational
power devices. Moreover, it can produce

Residual

)

¢
e input Rar

Motlon
Vector

{Fig. 3) Base layer encoder with parameter-based encryptor,

quality-controllable content since the encrypted
bitstream based on parameters is basically compliant
with the encoder.

(Fig. 3) shows the parameter-based encryptor in
the base layer. The residual sign values are
encrypted before entropy coding by using
exclusive-or operation with a random sequence. It
can be easily generated from a pseudo random
number generator with a seed value. On the other
hand, motion vector difference values, which are
encoded with Exp-Golomb codes, are encrypted with
only bits for representing the absolute of the values
during the entropy coding. However, its encryption
process is similar to the method for encrypting the
residual sign values. In this way, each layer can be
selectively encrypted in the two domains.
Consequently, this scheme can be effectively applied
for satisfying both the lightweight and perceptual
security requirements under the real-time
broadcasting environment.

4.2 NAL-based Encryptor

NAL-based encryption is configured such that
the payloads of NAL unit types 5 (IDR:
Instantaneous Decoding Refresh), 1 (nonrIDR), 20
{(Scalable Extension), 6 (SEI: Supplement
Enhancement Information), 7 (SPS: Sequence
Parameter Set), and 8 (PPS: Picture Parameter Set)
are selectively encrypted by using a standard cipher
(DES, AES, etc.); where IDR, non-IDR, and Scalable

1Bt 2bits  5bits

o [

1 byte 3bytes

use_bae.

aver..
e enon | discardable

output | tesen

1 bit init 4 bits Ton Vit 4 wit 2bits

(Fig. 4) NAL unit syntax.
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Extension NAL units contain information about
encoded slice data while SEI, SPS, and PPS contain
additional information. Such NAL unit types can be
identified from NAL unit header as shown in (Fig.
4). NALrbased encryptor is intended to additionally
encrypt the received content and then directly
transcode the encrypted content which might be
encrypted based on parameters and NALs.
As a result, it contributes to satisfying both
the adjustable and transcodable security
requirements, mentioned in Section 1II.

4.3 Security Message Generator

The bitstream of content basically includes
security messages. The security message format is
defined as [Fig. 5]. It is noted that at the secure
transcoder, the security message is created by
sharing the security message that has been
generated at the service provider. This property
enables one security mechanism to seamlessly be
applied to both the real-time broadeasting and reuse
services, resulting in end-to-end security over the
entire range to which the IPTV service is provided.
With the security message, encryption information
can be identified to allow the media content to be
used by a consumer's device.

Service Type SVCLoyet Secutty level Encrypied KeyiSeed)
—— + —»
service | T l D ! i sP1 I SPZJ SN1 | SN2 | NG Ky I e ]
S ———————
(5P Type} (5N Bype}
1 bit 3 3 4 2 bits 6 bt N bits .

(Fig. 5) Security message format.

Such security message is characterized in
that it is generated by recording security
levels and encrypted keys for each SVC layer
into the payloads of one of the NAL {Network
Adaptation Layer) unit types 24 to 31. which
are now unspecified for the optional use. This
security message can be differently set per
SVC layer. Here, the security levels can be
set in the message by properly combining
both the encryption types based on para-
meters and NALs. Each encryption type is

(Table 1) Security Level

Encryption Type Parameter
SP1 Residual Sign
SP2 MVD Value
SN1 IDR NAL Unit (5)
SN2 Non-IDR NAL Unit (1)
SN3 Scalable Extension (20)
SN4 SEI NAL Unit (6)
SN5 SPS NAL Unit (7)
SN6 PPS NAL Unit (8)

(Table 2} An Example of Security Message

Field Name Description
Service Type 0: real-time, 1@ reuse
SV Layer 001 000 0001:

(T.D.Q) = (1,0,1) layer
10: SP1 encryption
100000: SN1 encryption
1 encrypted seed: SP1
1 encrypted key: SN1

Security Level

Encrypted Key

defined as shown [(Table 1). It is possible to
set various security levels per SVC layer
since each bit of the security levels can be
independently determined with maximum 2°
security levels.

Similarly, encryption seeds or keys are
encrypted by using a standard cipher and
then the encypted values are set into the
message. The number of the encrypted keys
equals to the number of bits to be set in the
security level. When the bitstream of content
is generated, the NAL unit with the security
message is located at the beginning of the
bitstream. This allows a device to interpret
the NAL unit prior to other NAL wunits.
{Table 2) shows an example of this security
message.

V. Experiments

In this section, the validity of the pro-
posed framework is evaluated through the
experiments using the test sequence “ICE’
to the JSVM9.19 (8], (9].

A service model is here assumed as shown in
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IPTV Broadcasting Server

First Device (TV) Second Device

(Smartphone)
1 Encoding/ Streaming éProtected Content! Protected Content . & i
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E l KlaK’HK:& :. .............. :
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Service SVC Layer :_ ________________ ;
Type T D Q Security Level  Encrypted Key
| o | 000 0oo oooo | 10 ooooe | E (sP1) | [ 1 ] 000 000 o000 [ 10 100000 | E, (SPL,) Ey (SN |
0 l 001 000 0060 l 10 600000 | Ex (SP1,) [ -y ] 1 l 001 000 ooouTm 100000 l EK‘(SPIZ)EK'I(SNIZ)—‘
[0 ] 010 000 0ooo | 10 000000 | £, (sP1,) | [ 7 ] 010 000 o000 | 10 100000 | Ex (SPIs)E, (SNL,) |

.
.

ILLmo 010 0000 I 10 000000 l

E (5P |

(TV: 9 Layers)

{Smartphone: 3 Layers)

(Fig. 6) An service scenario and security messages.

(Fig. 6) where the scalable content with 3 spatial
scalabilities (4CIF, CIF, QCIF), 3 temporal
scalabilities and 1 quality scalability is encoded. The
content is simultaneously encrypted with SP1
encryption type defined in (Table 1], and
the seed in each layer is generated
differently, resulting in 9 different seeds for
overall 9 layers. However, for simple key
management, such seeds are encrypted with only
three keys (Ki, Ko, Ks) according to the spatial
scalabilities. As shown in (Fig. 6], the security
messages are generated and then distributed
while being embedded in the media bitstream. It
is noted that at the secure transcoder, the base
laver of this content is additionally encrypted
with SN1 encryption type using the key K'i. Then,
only the base layer of the content is extracted in
the secure transcoder for the reuse in the second
device. Here, the security messages are also
extracted and then modified as shown in (Fig. 6].

In this scenario, the broadcasting server first
creates the protected content and then distributes

the content to a consumer. If the consumer has paid
for the content, the broadcasting server delivers the
three authorized keys to the first device. Therefore,
the device can successfully decrypt and play the
encrypted content after easily obtaining the overall 9
different seeds only if it has the three authorized
keys corresponding to the three spatial layers.

To evaluate the practicality of the proposed
framework, experiments were performed at
the five points numbered in (Fig. 6. (Fig. 7]
shows the experimental results. That is, the
second and fifth results demonstrate the
images decrypted and decoded normally in TV
and smartphone, respectively. The first result
is the image decoded in TV without the keyvs
(K1, Ke, Ks). which is easily obtained owing to
format compliant property of parameter-based
encryption. Similarly, the fourth result is the
image decoded in smartphone without the key
Ki. When looking carefully at these two
images, it is noticed that the scene is percep-
tually intelligible although they are quite
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@ 9 Layers, 704 X576, SP1
@ 9 Layers, 704 X576, decrypted
® 3 Layers, 176 X144, SP1&SN1
@ 3 Layers, 176 X144, SP1
(® 3 Layers, 176 X 144, decrypted

@ |
(Fig. 7) Decoded results at the five points of (Fig. 6).

noisy. On the other hand, the third image
reveals no meaningful information. Since the
original bitstream of this image is altered by
the NAL-based encryptor. it cannot be directly
decoded by using any standard decoder. There-
fore, only the bits compliant with the SVC
codec are decoded without the keys (K, K'1)
while replacing the noncompliant bits with a
default value. It is suggested that the encryp-
tion strength of the content can be controlled
to an almost unintelligible level by selectively
using the encryption types.

The experiments were additionally per-
formed using the standard video sequence
"HARBOUR" which was encoded with the same
configuration used in the "ICE" sequence. In
real-world service environments, decryption is
more critical rather than encryption because
the encryption overhead can be sufficiently

(Table 3) Time Overhead at Each Decryption Point

Sequence 0@
ICE 0.28% 0.17% 0.27%
HARBOUR 0.35% 0.45% 0.25%

overcome by high-performance computing sys-
Thus, the
during the decrypting process was measured

tems. computational overhead
instead of the encryption process.

(Table 3] shows the time overhead at three
decryption processes in [(Fig. 6). This is a
time ratio between decryption and decoding.
Here, the computer used is based on a 2.67
GHz Intel Processor and with 2.75 GB of
RAM. As a result, the decryption overhead
can be said to be negligibly small compared

to the decoding time.

VI. Conclusion

The next generation IPTV service has notable
features such that it can seamlessly provide the
real-time broadcasting service and the reusable
service. In this paper, a new scalable security
framework suitable for this service is proposed. The
proposed framework has many advantages in that it
can potentially create various business models by
using its lightweight, perceptual, transcodable, and
adjustable encryption properties compared to
conventional content protection techniques. Then,
experiments under the practical service scenario are
performed. The test results show the suitability of
the proposed framework.

In the future, the implementation supporting more
service models will be attempted. Moreover, the
techniques of self-protecting, watermarking and
fingerprinting will be studied for more securely
protecting and exactly tracing the reusable content.
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