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Secure Searchable Encryption with User-Revocability in Multi-User Settings*
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ABSTRACT

In recent days, people used to store and share the data with other users through the web storage services. It is more
convenient for using the data, but it raise problems such as access control of stored data and privacy exposure to untrusted
server. Searchable encryption is used to share the data securely in multi-user setting. Especially in the multi-user setting, the
revoked users should not be able to search the data and access the stored data. That is, it should be considered the security
from revoked users. However in the existing schemes, the revoked users can decrypt the shared data by passive attack

Proposed scheme is the secure searchable encryption that resolves the problem and guarantees the security for revoked users.
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. . set I, = EI,U{EL}
1, ={4"E, (). R E, (R)) >
TQuery, q, {w)= {u,hs (w)k}
g, (w)
> Check
TSearchy k,, = Hie(h, (w)k": 5,))
For all EL € EI,
if Dk"‘(E;w(@)) =R, then
For all (Z (d), k) € ans, (w), ans, (w) ans, (w) =ans, (w) U {(E};,% ), kd)}
= H((k,)"™) h
d= D,C'[(E,m(d))

Aog lxsle FARLD b A M2 da
ol o) vham FASH =g chart 4,9 Al
Mz A”A7E rel Adge Algyeladslr, 3lo)e] ’\F
£2F uell gt 719 = A g AT 5 A T
Querys F33E Search, Store LEFES A2}, As
o] Aol = 5'—7*‘?}7P Aue]7] wiel| sy, ol A
AR ks 4 3w, wf] Ao AgE dx 9t
A, 2dM BFAE AGA Query 283
S Ao gt F 74 AL gt ol o] F
ofxch, FAAE A B ARl oF g o
23 A 7‘% e AREAE wE AR BE AMERL
718 AgHelAd s TAR 4,004 Fa EPi A&

}:l

l

A} ol i3 BE 22kE AoE AEHelA #Ec)
Af] 7Sl bbb R ARy Awrt dolof
& su, o E3E P& AEHA AT Query &
dlold siErh. @& AMAL ud AATE
53 2ole] Agtelzta i, Q& FAA} Query
E Eald B2 AHea w8 A9 Ajtelta e
o), ZAAE €Q.N\Q: A A5 AdNA 1Z &
et

Fx AE

4.2.3 EIE|BH ARBXIRSE(Q] RN M (Full-revocability)

AHEARE] Zjist g et Al delvie dAle



{ERE SR eI (2011, 2) 9
olEjHlo) A FAME AHEAE DE A= FA & Store, Query, Search AR T vk, Agtst
ool AR 4 AL 06l BFT A 5 & e FARL 2He o5t 2k

ot i}
oA AHgALE: Wﬂ }5?‘_ o} & AW ellA| deiFeiA
Aoz /\1]/\451 4= %{o{o} ;5].
CAAE B °4°M gt
Aol 3. vpe] ARgAlel digh ghastsl dloleH|
|22 Al2ad) re AHA} wéh PPT 3470 A= (4,4,
of WElA] ol WEY o wEgh AR
S B

Rrd

o

Pr[b =b: (params, skb ) Setup(1*);

VuEU, (gkzﬂ ! zm} < Join{u; sk SUlisf>;
(statel,u*) «— A, (o
Revoke(u*);

(stateZ.,uA,dO,dl,wo.,wl ) — A, (statel,gk,.);
b, {0,1};

(. ;E]D) <o Stm'e(qkd sy s SUy,, o ),

Ll = EZ) Elp;

bV A, (state2, EL)
] <1/2+ vk)

TAA A=(4,,4,4,)9 F
AA ol AL Ao,
90 48 3 U9 wE AR, 4
ARGz 2] elT] 9l qk“ﬂ)r 4,8 2] Atej za‘)ic{. statel

A}

& e, wrs A ARSRellA Al 4,
F 8] A= (wyw ) $F 2] 719 s} A4 b
olel (4,.d)S Az, apl 52 A3 A48}

gl wg At 4 F N9 719l
& FolA %E‘:é?f}ﬂ] AleiEl s} 7]9) =-dlelE
4& shsElel Breb 4,9 Abe) AR state2E
A ofdl 719 =-dlole] o] ustE A wAF

she be FHEC A7IM v =pF IS 4w
Jella} o]7]A e},

(11JellA] Aekalhe 714 S E g AP%-X}%‘%’-E&
o] A S v et divkstdl (1119 7]
HelA e dolelF tasste 7)7F 25 5‘”6}71
ol w7t 2T st Hejete Foia B E
¢ 2 BEIBHE 7 7] Wi 05 dold F

ik,

S ol

3

™
=
T

q

.
=

_-“: J{N' K

h]

V. Hgtste T

oA Aleksle S-S Setup, Join, Revoke,

1. 74

[Setup(1)] UM AFelel Hednle (security
parameter) 15 el  F  depelE
params ={G, Ge: Gx G—G )& ARk, vme] 7|
A7) k,e,2 5 WA At aelx obdd
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