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ABSTRACT

An SNS(Social Network Service) enables people to form a social network on online as in the real world. With the rising
popularity of the service, side effects of SNSs were issued. Therefore we propose and implement a policy-based privacy
protection module and access control policy language for ensuring the right of control of personal information and sharing data
among SNSs. The policy language for protecting privacy is based on an atribute-based access control model which grants an
access to personal information based on a user’s attributes. The policy language and the privacy protection module proposed
to give the right of control of personal information to the owner, they can be adopted to other application domains in which
privacy protection is needed as well as secure sharing data among SNSs.

Keywords: Privacy Protection, SNS, Attribute-based access control policy
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<7?xml version="1.0" encoding="UTF-8"7>
<PolicySet PolicySet [d="vounghee: policySet:1" xmins="urn’jnu:ssrc:sns:1.8"
xmins:xsi="http://www.w3.0rg/2001/XM.Schema-instance" xsi:schemalocation="urn:jnu:ssrc:sns:1.0 Policy.xsd">
<Policy Policyld="urn:snsl:policy:1" issuer="cheolsoo">
<Subject>
<SubjectMatch Matchld="urn:oasis:names:tc:@xacml:@1.0: function:string-equal™
<AttributeValue DataType="http://www.%3. org/2001/XMLSchema#tstring”>
abcd@example. com
</AttributeValue>
<SubjectAttributeDesignator Attributeld="urn:snsl:subject:subject~id:1"
DataType="ht1p://www.w3.0rg/2001/XMLSchema#string" />
</SubjectMatch>
<SubjectMatch Matchld="urn:oasis names:tc xacml 1.0: function:string-equal">
<AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string”>
Friend
</AttributeValue>
<SubjectAttributeDesignator Attributeld="urn:snsl:subject :subject-1d:2"
DataType="http://www.w3.0rg/2001/XM.Schema#string"/>
</SubjectMatch>
<SubjectMatch Matchld="urn:oasis names:tc:xacml:1.0:function:string-equal">
<AttributeValue DataType="http://www.w3.org/2001/XML.Schema#string">
Younghee
</AttributeValue>
<SubjectAttributeDesignator Attributeld="urn:snsl:subject subject-id:3"
DataType="http://www.w3.org/2001/XM.Schema#string"/>
</SubjectMatch>
</Subject>
<RuleSet RuleSetld="urn'snsl:ruleset:id:1" issuer="cheolsoo">
<Rule Ruleld="urnisnslirule:id:1" issuer="cheolsoo">
<Purpose>

<PurposeMatch Matchld="urn:oasis names:tc:xacml:1.0: function:string-equal">

<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string"> meeting</AttributeValue>
<PurposeAttributeDesignator DataTvpe="http://www.%3.0rg/2001/XM.Schema#string"
Attributeld="urn:snsl:purpose:purpose-id"/>
</PurposeMat ch>
</Purpose>
<Permission Permissionld="urn’snsi'permission:younghee:id:1">
<Resources>
<Resource>
<ResourceMatch Matchld="urn:oasis: names:tcixacml:1.0: function:string-equal ">
<AttributeValue Datalype="http://www.w3.0rg/2001/XMLSchema#string">
scheduledata
</AttributeValue>
<ResourceAttributeDesignator Issuer="abcd@abed.com" DataType="http://www.w3.org/2001/XMLSchema#string”
Attributeld="urn:snsl:resource:resource-id"/>
</ResourceMat ch>
</Resource>
</Resources>
<Action>
<ActionMatch Matchld="urn:oasis:names:tc:xacml:1.0: function:string-equal">
<AttributeValue DataType="http://www.w3.org/2001/XML.Schema#string™>
read
</AttributeValue>
<ActionAttributeDesignator DataType="http://www.w3 org/2001/XMLSchema#string”
Attributeld="urn:snsl:action:action~id"/>
</Act ionMatch>
</hction>
</Permission>
</Rule>
</RuleSet>
</Policy>
</PolicySet>
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<?7xml version="1.0" encoding="UTF-8"7>
<Request xmlns:xsi="http://www.%3.0org/2001/XMLSchema-instance"
xsi:schemalocation="urn:jnu:ssrc:snpletx:1.0 PolicyCtx.xsd" xmlns="urn:jnu:ssrc:snplctx:1.0">
<Subject>
<Attribute Attributeld="urn:snsl:subject:subject-id:1" Datalype="http://www.w3.org/2001/XM.Schema#string">
<AttributeValue>abcd@example.com</AttributeValue>
</Attribute>
<Attribute Attributeld="urn:snsl:subject:subject-id:2" DataType="http://www.w3.org/2001/XMLSchema#string">
<AttributeValue>Friend</AttributeValue>
</Attribute>
<Attribute Attributeld="urn:snsl:subject:subject-id:3" DataType="http://www.w3.org/2001/XML.Schema#string">
<AttributeValue>Younghee</AttributeValue>
</Attribute>
</Subject>
<Resource>
<Attribute AttributeId="urn:snsl:resource:resource-id" DataType="http://www.w3.0rg/2001/XMLSchema#string">
<AttributeValue>
scheduledata
</AttributeValue>
</Attribute>
</Resource>
<Action>
<Attribute Attributeld="urn’snsl:action:action-id" DataType="http://www.w3.org/2001/XMLSchema#string">
<AttributeValue>read</AttributeValue>
</Attribute>
</Action>
<Purpose>

<Attribute Attributeld="urn’snsl:purpose:purpose-id" DataType="http://www.%3.0rg/2001/XMLSchema#string">
<AttributeValue>scheduling</AttributeValue>

</Attribute>
</Purpose>
</Request>
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